BT A N— 4TINS & D 2 U % FHER T 0 afHifl 25 e
— BOR L ZE D & 38 AN 5 Ziim i BR O & 1E ] jEPE —

<HEE>

AR BN RS A N—ATEH~OFHFEAOBH 20 25 M2 B L. ZOB
R EEER T AT UHEHEOSBRORBIZOVWTORREF XS 2 HME
T 5o AR, RBUED T A N—BUEOEFEEZ R 2 2 RIS LT FME R % 32
TLEDEBIMZ T D, — /T, BHICEEZENTITbNIL S A N =178,
EZOBEMREIIN DIV TOEmE AT S, ERORMEE L U3
. MEOICT 4 v 7 5~0 [HFTOT 7 A ] 2 EMEREORLRIEL T LY L.
BRAROHEL PP ERIELVEDRIHESIND L) VHITKITE S, 2Ot
ROMEZ, A N— G, B E— b7 7 LA, ACD #5E & v o 72
HATH S B EIEHli OMEIC D B 055 0 ARE ZICam I EEA & — D BORY L
T LEOLROHEMA L DNT v 2R PEDER L LT BRI AT AFRNCHI L 72
A BIET A HEE 2 IR T 4o

X LHIZ

[E]35E % B 2 7RI 22 9 A N —JUTRR, BRI BE DO A N—BBEOF WA KT
B EBEAETIEH A N—RHICBIT 2 EOXROM VARSI NTE 2, Ei
BOFHMREE (GGE) O#MmEHIE, THTE, Hrgo PRk, RO IT,
MEB L ORANHBOBEE, NBARTHO 5 DORARFHIA, EH0EEHM (ICT)
FCB B EROFTICHZYT 2 L OEBN R P AERKBLTw5

FREBEEMRICLDER IR [y w227 V] CARONALHIC, W
A N—47H) (cyber operations) O 3Nk TDREEAED EF 2 EHI O ERGE A B9 % ifam

1 UN Secretary-General, Report of the Group of Governmental Experts on Advancing Responsible State
Behaviour in Cyberspace in the Context of International Security, A/76/135 (July 14, 2021), pp. 17-18.
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2 Michael N. Schmitt ed., Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge:
Cambridge University Press, 2013); Michael N. Schmitt ed., Tallinn Manual 2.0 on the International Law
Applicable to Cyber Operations (Cambridge: Cambridge University Press, 2017). A%3Cld 2017 4FRD 2.0 %
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3 BWRFIA [ A N—Z2HICBI 2 1M« TOMmSFAIERT 20 HREX | GHERR V7727 A N EERE
YHREO—ISEN] (HARFFAL, 2020 4F) 33-34 H,
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4 See e.g., Harriet Moynihan, “The Application of International Law to State Cyberattacks: Sovereignty and
Non-intervention,” Chatham House Research Paper (December 2019), p. 24, https://www.chathamhouse
.org/2019/12/application-international-law-state-cyberattacks.

5 B zAE, AIFRAME TREEIAY T A N —BiNC X 2 o EHeR 5] BRI [HBEFEN) A7 20 A
ML HAMBEOWEWRIR] (2024 453 H 29 H) 85-102 H,

6 See, Julia Pohle and Thorsten Thiel, “Digital Sovereignty,” Internet Policy Review, vol. 9, Issue 4 (December
17, 2020), pp. 2-19.

7 Henning Lahmann, “On the Politics and Ideologies of the Sovereignty Discourse in Cyberspace,” Duke Journal
of Comparative & International Law, vol. 32, no. 1 (Fall 2021), pp. 90-93.
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8 Harriet Moynihan, “The Vital Role of International Law in the Framework for Responsible State Behaviour in
Cyberspace,” Journal of Cyber Policy, vol. 6, Issue 3 (2021), pp. 401-402.
9 NSER 3T 7 4 AEBREE - EBSE oA ] (H2EH. 2004 4F) 29 Ho
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10 BIAMIIS, BB [ 3y A Y M ICE R L72PEEE L. Ministry of Foreign Affairs of the Czech
Republic, “Statement of the MFA on the Cyberattacks Carried by Russian Actor APT28 on Czechia,” (May 3,
2024); see also, Isabella Brunner, “Attributing Cyber Operations under International Law: Political and Legal
Aspects,” Questions of International Law, Zoom-in, vol. 110 (2025), pp. 36-43.

11 “Record of UK’s Specific Reservations,” in NATO, Allied Joint Publications-3.20: Allied Joint Doctrine for
Cyberspace Operations (January 2020), p. v.

12 Attorney General Suella Braverman, “International Law in Future Frontiers,” Speech delivered at Chatham
House on May 19, 2022, the transcript is available at: https://www.gov.uk/government/speeches/international
-law-in-future-frontiers.

13 HEBPRFA [ A N =222 B0 5 FME | 36-37 Ho
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15 See e.g., UN Security Council Resolution 138 (on questions relating to the case of Adolf Eichmann), S/
RES/138 (June 23, 1960).

16 Lahmann, “Sovereignty Discourse,” pp. 90-93.

17 W [ A =222 80 2 T4 41 H,

18 EHICHAEEMATHMEINSEZ L bdH b, See, Przemystaw Roguski, “Layered Sovereignty: Adjusting
Traditional Notions of Sovereignty to a Digital Environment,” in //th International Conference on Cyber
Conflict: Silent Battle, ed. Toma§ Minarik, Siim Alatalu, Stefano Biondi, Massimiliano Signoretti, hsan Tolga,
and Gébor Visky (Tallinn: NATO CCD COE Publications, 2019), pp. 347-359.
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%o Nicholas Tsaugourias, “Law, Boarders and the Territorialization of Cyberspace,” Indonesian Journal of
International Law, vol. 15, no. 4 (2018), pp. 533-537.
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20 Kevin Jon Heller, “In Defense of Pure Sovereignty in Cyberspace,” International Law Studies, vol. 97, Issue
1 (October 2021), p. 1469.
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Sovereignty in the Age of Cyber,” AJIL Unbound, vol. 111 (2017), p. 210.
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in Cyberspace,” May 2021, p. 3; Rk A 7 > [REZRREA (unlawful intrusion) | 125 K5 %o "General
Staff of Iranian Armed Forces Warns of Tough Reaction to Any Cyber Threat,” Nournews, August 18, 2020,
https://nournews.ir/en/news/53144/General-Staff-of-Iranian-Armed-Forces-Warns-of-Tough-Reaction-to-Any
-Cyber-Threat. b > &b, AAf RFTFMHFA ORI EZ R T2 D02 EFROTHI LIFHELVE LT, BRGEE
WDOFWAD B & DATEEN %2335 % 71 LT B RUCHUK: EMHERR O DI IZEEM 2% 5 .

34 Ministry of Foreign Affairs, “China’s Views on the Application of the Principle of Sovereignty in
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