REBRFZERD [V A4 35| 12X 2830 1 N —VEREE ) 0 Bty & #
—REEF T U FRICBIT S [ HOKE] O#fICHEH LRI —

e R

<EE>

AT THAN—H] &SRS N HFMEEOY A N =T (MCF : military
cyber forces) & B EyH A N—1E#kEE)] (OCC : offensive cyber capabilities) % &
CHEEMFIEDOMET 2 W 2 BEAEDA ¥ 7)) D = v ARE L HMEICAFAAES 5 MCFE 5,
OCC D¥&fiii / R TRz TH A OREREDOIIR 2 A 72, AR R T F#£E D MCF 2%
OCC OHILEFEIR D72, (1) FEHEERA~DOREEN D [#HiE (integration) ] & (2) &
OFEFRM E A > 7)) ¥ = v A ORI @ [Hifr (fusion) | 257425 [ “EHOKA ]
AT & ORFUZHE . K 2 2 El D MCF O IR RFINIE X 1T > 720 FHIFTR O
iKW D MCF @ [ ZEoOfA ] Oigz R L>2, MCF 12X % OCC D %4 /
HEHDOIEY J5H5 & E O, ENBREEFE, SRS X 2 WA HIF I3
INbHZEHRL

X LHIZ

2021 4% 9 JICHERIE SNT-HARBIFD [T A4 N—tF 1) 7 1 k&) 13, GED
P A N—=2EM %2 O B R L RE EOEREERORLRD % T, [HE - 2> 7 - Jb
HEICBWC E R I LD & T 2 KO A N —Fe ) Off - (1206) ] % [H
WETH 5 KIE R FEA Ml iR 2 479 2 [FEEIC BT A N —FRUKHE T
Bz, PAN—HOREIMEINE SN DL () ] (FHREs) LSRR

WO [HAN—F] LiF, ZEOFEMMETH % HEPK (armed forces) F 7z 1%
Fit EOCEME L U EFMABOFTICH S [ A4 3—=EBBk (cyber force) | % [
AN—=a< ¥ F (cyber command) ] &IPS NZEREOGEE AL L, 122010
EARLIRE, 29 L7t A N —Z2 [ O FEI T 6 L3 2 FE AR N 0 B O Ffi 1 T 51

1 HEFAN—tFa) 74— [FAN—tF 27 1 #0E] 2021 4£9 H 28 H. 29 H. https://www
.nisc.go.jp/pdf/policy/kihon-s/cs-senryaku2021.pdf,
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WA H D WORFAEOZEREMIE T RELMLEEDOTE 2, LX)
AN O 2 [ FERMEOT A N —#.J) (MCF : military cyber forces) |,
N BIERR LT 54582 MCF W28 LAk L 723856, MCF if78i&, ¥4 3 —
ZEM DI NS Y ADTRE L TOEFMMEORFHRMEICEH L. MCF & 2 DMl By
B, RMEARSERILIRE M 2 & U IFER AR O R [F] R°H B0 B AR YE D FZRIE & Blamhk 5L
ZHIBLTE 7

ZZE 2 0b LT HERO HARENO I A N—RENETIE, EREZEREZH)
BUfFk L L Cid@fE 13 (SIGINT : signal intelligence ) #wl54 71 ¥ = v AH
B (intelligence services) > (BLF:INTEL) O#EEIZEH SN TE D5 SHITHLT
AT BT 5 MCF 78D FERICIZIR RO DN T I oz BEZTREL
T ARSIk 2 a2 HWE T 5, F 112, BHFEo [l & EH] (DT @ &
fifi /SEH) 2 HONC TR (RIS RESS readiness) *] D&% MiBhHtiC . NATO hit%
EZ & L7z REFEFRE O MCF 12 X 258054 N—1EikaE ) (OCC : offensive
cyber capabilities) D¥Ai / HH % D B BATZEDOMET 2179 o

212, ARRTIERFEFEFEO MCF 2%, 417 L TOCC % %4l / #EH LT X721
1+ INTEL & OBRO % 22Ty RSN /A TR THMEAOKEZH S 22T %,
COREMELEDOMWE LTERIT L, [#E T, PO INTEL A MCF (2547 L
T OCC O¥&fif / IS L CE BRI 20b 6T, ¥ —HoREE
FEE T3 S 172 MCF 2l OCC 0%fil /A DED ST o] ERBT
Ebho ZOMWVITH L. ARIZEEOREEFKEO MCF 28 [ #HHEM KA Goint) |
LIERL L 2O0FERTOMA LT Z & TOCC LIHEI 2 EH))ORIEYE % i i
THREER 2. Z ORES O HEA / M O I G M E BRK T 5 72912 MCF (34
SNz LoME (OIF [ ZEHomERH]) ZHE o AL, 2o [ EORGIGE ]
%\ 2010 EACLLRE D OCC D # il / EH Z 5\ IT 72K @ 2 22 El D MCF O Mg

2 BlIZIEREZR, TERRE THAN—tFX2) 71407 Y v A—RIETBIT B HAMZLD A X
7 b TERSER] 45179 % (201542 A) 44-56 Ho

3 ARTRT [EH] &3, TEFEEIIF S 20801 (Jo)) © capabilities) % EBEOEHICHA L THlloHEEZ
FERCT AWML TH Y ] &3 DEAORMEOR# T, HyORREO MK & MR 2179 WM 2985,
29 LRI O — B 2RI oW Tid, k2SI mfEilE R OMHr o ofiH -3 v v 3
CRInIIR ) 08K - | THEIBS 22 0RBE] 45 44 %55 3 75 (2016 4F) 56-57 H : T4 IR %A ARO%R
SARBEBORIZBS 2 0W kel & LCo [R50, 8 ] — TR N IS A R AL B % F23%2 D 12 ]
[FEBnsE] 65 % 1% (2014 4F) 332-351 Ho

4 [EheStE] &3, FHRGOREZRL, FEobe)) (B))) 2EREOE - Y - BHcEEL, {5 L7
EBEER L) 2 IRELHT. HAMRIC X 20870 [0 Ofae &3, Z8mANIIZRE) O RS TE O - #E
FZH Y. ZODITHBRFH R N7 N TG i o - B, ER oI - RSOOSR ITIE
FERREZ4H S o USSR € DRl - iR oG ridik %2 2, U.S. Library of Congress, Congressional
Research Service, The Fundamentals of Military Readiness, by G. James Herrera, R46559 (October 2020).
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FHIF7E CHGES %o

DT REIGROWERZ IS, 551 fHiTld. Iz ¥E 272 MCF OEFKR L H
HT, MCF % < %M e O RRIH 7 5 AR5k ) BEOFTfEL 77 u—F
FHERT 5o H2HITIE, 1 HITHRELBEOMNIEICH > T, MCFI2X 5% OCC
DR /B % O < B FER AT 2 BT BARGS L 78210 A28 % [
O OBMLEIT ). HBIMTIE, FE2HONEEZET A [ZHOKE
I | % WRRE S 2 LRSI SE D 0T A B S 202 U729 2 T8 4 Fi & 45 5 /i Cld,
55 3 F TR LA & AT LY - T Kl 2 2 MCF O ¥ / 5o o
f L OCC O#hii / EH~OG- OB OBIZE % 8 U, ARE O O Z 241 % MGk $
%o [BHVIZ] TIE. FOMEOHKEEZEN L, TOEELIFROMIERE I T
ROz 5,

1. MCF #f%e& LCARD R ) BEOEL 77 a—F

(1) AFICBT 2 FHAFEOY A =ik JS) (MCF) DOEH

AFFEL - ~v=7 (Piret Pernik) 3~ - 7L v ¥ ¥~ (John Blessing) 12
£ 2 HATIEDBRIAKIL L. MCF % [ & [E o B0 H AR O i ar 5%t T
HEERETD Y o (1) Bighnys A N —1Eik (DCO:defensive cyber operations). (2)
W 4 3 —1E# (OCO : offensive cyber operations). (3) 4 /N—Z2[]% i U
7 HUN A - B - HENE) (C-ISR : Cyber Intelligence, Surveillance and Re-
connaissance) SFIZ5HH S N5 A4 N —1E#k (CO:cyber operations) * ® 9 B, Wi
21O LD CO DERMN R ETHIRZ 5 Sh7b o) LEkd s %

ZDEFE MCF %, % EOFEMRZOFRIRA AR/ TIZE2 N CO OFT GEM)
WCETAA BB EM 2, BOLOFEM (services) 205, BEAFEREE A Sl S h

5 COWRERNATO D FZ MY ¥ ETiE [ 4 35— 22 EH (cyberspace operations) ] & b EFLS 9 %
A EBOHLEI WD, AT [H AN —1Filk] O TH—3 %, DCO. OCO. C-ISR DEFH &4
HEZ k&S, Piret Pernik, Preparing for Cyber Conflict: Case Studies of Cyber Command, Report (Tallinn:
International Centre for Defence and Security, 2018), pp. 2-3.

6 ARMTEEFEMP S L2HAMNEY A N—a3 FOAL ST, THOEMELTORASTH - BERE LB
AR ELELN S, T Ly ¥y 7 OERRIC Military & OB M L7z MCF L K25, Mi%
DFATHIFE Lo EFlX, K% S M, Piret Pernik, “National Cyber Commands,” in Routledge Handbook of
International Cybersecurity, ed. Eneken Tikk and Mika Kerttunen, 1st Edition (London: Routledge, 2020), pp.
187-188; Jason Blessing, “The Global Spread of Cyber Forces, 2000-2018,” in 13th International Conference
on Cyber Conflict: Going Viral, ed. T. Jancarkova et al., (Tallinn: NATO Cooperative Cyber Defence Centre of
Excellence [hereafter NATO CCDCOE], May 2021), pp. 235-240.
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%3< > F (commands), #i)7 (brunches). #FK (units) F TZ 7 B R & il T
BERET b, ZOEFRITMREM L RMOGAERE. AMERLEAM RO
THIEEMIZH G- Loob CO OBITHEMR Z FE/ 2wk, BHMEO AKX OfER
AL CEHI R SN A N—JUIREFFEOIEER AR, £ L CHFH L 1382 H1RH
FAEIZ A3 SCRAR# D INTEL (Civ-INTEL: civilian intelligence services) % Fi#43
%7,

(2) MIEOMTEEAFOGHE : FRIZX 5 OCC DRFRIIE % 8 <" 5 FEIEFJE

AFiE. EHED MCF & OCC %8 2 E MR B O MDO— O R E D b
DTHH, BAEMIZIE TER (BUf) OFFMEKE LTOMCF] I2X2 [(EFHHo
—#BE LTD) OCC D /& OIS | \ICHEEZ - T2 D 5 5 Zoxa—
T OREDOMNIIE, MO M ZE TR 72UTO 2 MOFREHE TS
EWTE 5,

%112, 4O MCF %81, NATO I E % Hl & 3 % % E @ MCF 12 & %
OCC D #fii / EH OB EMENEH L OOREEZBZFCEnLTHD ) v v 7 A -
Z 3 —> (Max Smeets) ZHEHAIZ, LD MCF & OCC %% {5 Tse D E =
WA IICER T [EARILIRENIC L 2 DA N—RBOWF L, ERHE
BIDSBOR BEEOEETFBE & U CE A HE 2 RS % 4 2 7249 4 N —ZUR o JE B RE )&
Bpn] LFEHTEL Y 29 LESEDRATIIZE. Z 01 % % EBUF OB TR 2 i
PR scE,. RME¥(07T -2, BEROEBREOMESF %2 &0 KMATIER A & FiE
L. 2010 SFACHT B IR & L7z A N — BB ORI il 2 & < % iim DB IE &
BoTE, 29 L72BATHIZED I, TN HAEAHAENO MCF/OCC %95 < %
TS DL Z D B R E FEO,

7 FHREEHM R Civ-INTEL OO Rk % S, Ibid., p. 236; Sergei Boeke and Dennis Broeders, “The
Demilitarisation of Cyber Conflict,” Survival, vol. 60, no. 6 (November 2018), pp. 75-79.

8 WFIZIZ OCC DMEZIILT LOERDEINIDOAZIETRTIE Lo 272 LA TN ZWY) . BRI & Ik
FEIR AT, ASEOMER- MR OEGE 213 Lo, BB E SN D)) OKEER R / EH OHIF S0 5% % %,
L7255 T AHijld MCF &\ ) BUFHEBI A D OCC 12N ML TOWET 2 D o

9 M EMFIZK % 2 K, Max Smeets, “NATO Members’ Organizational Path Towards Conducting Offensive
Cyber Operations: A Framework for Analysis,” in //th International Conference on Cyber Conflict: Silent
Battle, ed. T. Minarik et al. (Tallinn: NATOCCDCOE, May 2019), pp. 163—178; Jeppe T. Jacobsen, “Cyber
Offense in NATO: Challenges and Opportunities,” International Affairs, vol. 97, no. 3 (May 2021), pp. 703—
720.

10 &9 L7-3#&m3 48k & 2, Max Smeets, No Shortcuts: Why States Struggle to Develop a Military Cyber-
Force (London: Hurst Publishers, 2022), pp. 33—49; Austin Long, “A Cyber SIOP? Operational Considerations
for Strategic Offensive Cyber Planning,” in Bytes, Bombs, and Spies: The Strategic Dimensions of Offensive
Cyber Operations, ed. Herbert Lin and Amy Zegart (Washington DC: Brookings Institution Press, 2018), pp.
105-132.
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$ 2121k AR [ ZHEOMAGIRB] 1> 72 WEBCERGITE1E. MCF #F98 o 7 7
T OCC OMMAIFA " LIFIENZEE D DT ORIBIZOEIRL 9 %0 TEDT
TWEEE. —E D OCC D #fiii /I LT RO [52 Ot | O A3 <
B HERBELTELN, PET X - )= 5 (Tobias Liebetrau) 12X %iT4ED
L2 B & BEOBOGRETO 82 OMA] 070t 2% BB L 7255
WEIEZ Lo T4 %E ClE. BB 0 %4 / 38 o2 % BEAF o INTEL 123 <
HAF$ 5 OCC % &HHIZ MCF 12 X %5 OCC DA /O EEIRZ TE 7z LA L,
< 2 TIIBRIR Y 2 BEAF O INTEL ~ORAFED 72 5 OCC & T D ¥efi /&M %2 Hif
F MCF O SIEENTIE RV, U EEBEZE2HTIE. Ao [ZEoHKEe
W] %l &5 2 TS ORI T, MCF & OCC % & < 5647 5E 2R L C
XM SRR OBEERE 2179 ZLCHE3IHMTIREmEo KA@ML, k
FLAEATHIZE D IRE D ik % A B o

2. MCF/OCC WZe D BN 2 Uz [ ~HOFKAIDE] OREE

(1) BEWH A N —1EKk (OCO) & BEH 4 N —1EikEE)) (OCC)

BB ORI E & EERFATH R ZBAT 2T, AR TIE OCO & OCC 2, £
NZN MCF % &4 EREEF A2 E e E LCROEY) 2% T 5. 3 0CO
(A N—EMEZBEBLC, E3FOLRY NT—=2, VAT A, T—FEOENONE
WwEEOMH O (deny). —HERZ2 Y E (disrupt) F 721338 (degrade).
B B WIZEEAR T e R 5E EWE (destroy) & o 72 EFHERIE (effect) (L FZ -
T [4D] &BMHEND) 2 H 75 FT1ERATE] TH2 P OCC L, 2 OCO D#EAT
WCRBEE D [HBY —VRBEAL V7 FEOBMNEF L. OCO DBEITD/=HDH

11 Y 3%anriE, K% 2 M, Max Smeets, “Integrating Offensive Cyber Capabilities: Meaning, Dilemmas, and
Assessment,” Defence Studies, vol. 18, no. 4 (August 2018), pp. 395-410.

12 k% =M, Tobias Liebetrau, “Organizing Cyber Capability across Military and Intelligence Entities: Collaboration,
Separation, or Centralization,” Policy Design and Practice, vol. 6, no. 2, (September 2022), pp. 131-145.

13 ¥k % = W, Smeets, No Shortcuts, pp. 13-16; Daniel Moore, Offensive Cyber Operations : Understanding
Intangible Warfare (Lomdom: Hurst Publishers, 2022), pp. 7-8, 69—100; Mikkel Storm Jensen, “Five Good
Reasons for NATO’s Pragmatic Approach to Offensive Cyberspace Operations,” Defence Studies, vol. 22, no.
3, pp. 466-468.; Juliet Skingsley, Offensive Cyber Operations: State’s Perceptions of their Utility and Risks,
Research Paper (London: Chatham House, September 2023), p. 6.
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W ORARRFNE % 3 2 2 M AM . #kk. BIESEOIHFMERORAK] 23

VL b o sg 3% % 50 / 5B OB o TEILS IUE MCF % & G EIREB D [ A ]
L720CC o [#HH] IZ&h, A N—22lZ2#EH L TEEORENOEHREREIZ [4D]
2725 FEHMMAZ AT 2 E®ATEI2°OCO L %25, £DH 2T, 2D 0OCO/
OCC DBEZIZDOWTIE, KD 2 HOMEFHELEL T 5,

112, 22 TOOCO kid, FEHMERO HAR EEE oA - TR S h
A EOBORSCER N7 M) v ol g A L. BB O HEEEZELR L
TS OIS TH B EELZ M, WP LOMETHS OCO ICEHEITNLITH
BRNE, — S [ A NI, LN BT X VERES NS, FIZITENO A v
NT=ZANORIET 72 2b, THO RO E RO L5 Y OCO
Ebiiv, 29 L& EOTHER ST ZHL LT, b E THREEOR
FEIZOREELITHIZ [ 22— —% v M7 —Z7 A (CNE : computer network
exploitation) | = [H 4 /N —#HIGH) (cyber espionage) | & LT C-ISR D —#B&
MR IND, BloT [ A N—RRIEM (cyber effect operations) | & H#MRE 5
OCO i, =M [av¥a—F =4y b7 —27 K% (CNA : computer network
attack) ] LR ENBATABAIH LTS ",

B2 MR EOXIZb R LS, FEED OCO/OCC % 3L 2 A Bl - Hryid.
WM A 513 CNA/ A4 N —2h Rl & CNE/ A N — IS B OB IZIHFH L 9
MR ZTB Y. 2 Z AR EE 2 S 1 EWE SR SRR R 7 o — R
Bdhb, hud, RMEFo) 71 EETIE [EE TN (APT : advanced
persistent threats) | & &IPS N5 S EER B TIY A N =58 (DT © APT W) @
BEThb, APTHROF VS 2 —> (HEERITOT0LR) X BEH~D [4D]
EV)RRANE 2D A B D DI BT INO AT D % 2 TIE U TR RS T %
RENDEM - FIOEFIIAETHH, ENLHIOF N F = — > OB - $I51%
FREEBRTENOTH D'

14 k% 2/, Ibid, pp. 14, 73-92; Liebetrau, “Organizing Cyber,” p. 134; Florian J. Egloff and James Shires, “The
Better Angels of Our Digital Nature? Offensive Cyber Capabilities and State Violence,” European Journal
of International Security, vol. 8, no. 1, (February 2023), pp. 132—-133; Winnona DeSombre, 4 Primer on the
Proliferation of Offensive Cyber Capabilities, Issue Brief (Washington DC: Atlantic Council, March 2021),
pp- 5-15.

BUEOMEDOXGD Ity X1E, KE B, Smeets, No Shortcuts, pp. 14-15; Jensen, “Five Good
Reasons,” pp. 466-468; Skingsley, Offensive Cyber, p. 6.

16 APTRIEEOF V5 x— > &, e OHFBEE (CNE) EHIEL/E (CNA) oM om ALz kE S
4, Timo Steffens, Attribution of Advanced Persistent Threats - How to Identify the Actors Behind Cyber-
Espionage (Wiesbaden: Springer Vieweg, 2020), pp. 5-21, 24-26, 46; Smeets, No Shortcuts, pp. 14-15; Joe
Devanny, Ciaran Martin, and Tim Stevens, “On the Strategic Consequences of Digital Espionage,” Journal of
Cyber Policy, vol. 6, no. 3 (September 2, 2021), pp. 431-432.

182



REFZRERD [FA N (12X 2B A N —1EAET) O Rl & EH

(2) 220 OCC DFENIIE U7z 57 254 / I & RS VEREPR O 2

ARXRTINVEDHFANMEREBTH o7z =TV - 51—7 (Daniel Moore) 1.
4 H ¥ CTHE OB TEAR /BN S TE72 OCO/OCC %, [FaiEME (pres-
ence-based) ] (LL'F : PBOCO/OCC) &, [JRHiZRA (event-based) | (BAF : EBO-
CO/OCC) D2 >RG5 (£ 1) MHEDRADHIEIZ, TORIIDOHER
IR e BRSO REBC I 72 el Lo g /A sh s s

PBOCO/OCC &, b APT BEDOFLEITHYU L, ZDHOM ) EEHNET~DOR
AEBIRICE BMEBEHDT 7 & 2 OIS L HEF 255 %, ISRIGENCIHED B Tu:
DHFER AT & T 2 HHEEN DS DK FBEE, REENDT 7t 2R £ Tl
2B H 2 & B AL O HEAG 2 B35, Z O, K5 & 3 2 R o> H PR 8 PR <2 15
WMAWE LS . okl APT WBOWAMESD S, SEOHP G HEEA ~
T INOWIETAEE T, SR BOR HEEOER Tt U2 Felk k% i 2 72 Woms ik
(strategic) DHENI& 75,

7272 UM 2 o APT WO FiE1d, EORBEIIN U CTLE RN - Hris
0. REHBERY 2 BT BLEUS R W RO EFE DM A2 b 53, Bt oA - xR
MBI DAL % ZEI I CHEIME SN GV Z 2 2 % CofEERE R C
PBOCC OIS Z RS 2 121%, Sk BUE T O 28 IS & SR, B
Fi: o4 (OPSEC : operational security) DK & L DFs 1k, & % BB
FHEOEIREOREA T2 a > OFWES MK L 723 At LR otk & v o 72
[JCEREEE P (arsenal management) | & HHMSINDZBET LD T A 794 7 VER
NOEBRBARE 22 P F720 BB~ OFHI O ISR GBI, JRAIHHZO
BRI HEFERET (BDA : battle damage assessment) & &5 =774~ 7 - H A4 7
(targeting cycle) *° D& JFH T, D INTEL 254§ 5 B ERHN % & o 7244 - $04512
FeD CHIRR 2 SR E L SNF o £ 212 PBOCC 1&, BEAF @ INTEL 205 (5

17 & — 7 »%#4L L 72 PBOCO/OCC & EBOCO/OCC D EF% & & DA / 3 H o 13k % 28, Moore,
Olffensive Cyber, pp. 7-8, 69—100.

18 29 L7l % DR BFEOPHAMEOK S LI I 0% S (transitoriness) & FHIEN 2 4FEICOWTIE, &
% 2, Max Smeets, “A Matter of Time: On the Transitory Nature of Cyberweapons,” Journal of Strategic
Studies, vol. 41, no. 1-2 (February 23, 2018), pp. 6-32; Erica D. Borghard and Shawn W. Lonergan, “Cyber
Operations as Imperfect Tools of Escalation,” Strategic Studies Quarterly, vol. 13, no. 3 (Fall 2019), pp. 122—
145; Long, “A Cyber SOIP?” pp. 117-119; Smeets, No Shortcuts, pp. 116-122; Moore, Offensive Cyber, pp.
80-82.

19 Egloff and Shires, “The Better Angels,” p. 132; Max Smeets, “Cyber Arms Transfer: Meaning, Limits, and
Implications,” Security Studies, vol. 31, no. 1 (February 2022), pp. 65-91.

20 EHMEWOMFELELTO [ =451 v 7 (targeting) | D& &, [F—=FF 17 -4 27V ] ORI
DWW TIE, K% 2 M, Moore, Offensive Cyber, pp. 78-80; Paul Ducheine and Jelle van Haaster, “Fighting
Power, Targeting and Cyber Operations,” in 6t/ International Conference on Cyber Conflict, ed. P. Brangetto,
M. Maybaum, and J. Stinissen (Tallinn: NATOCCDCOE, June 2014), pp. 320-323.
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D) VEIRINHR T 533 & TNEHIEALT 572D O W B O/ AN 58I
DRNSEDRER L MEFRF DT L 2 5 2

b5 T EBOCO/OCC i3, Hii O MUERER % 2 AE R 0 B AT Hp I AKIL§™ % C4ISR H
FEDWIEZ T U, ZOHE & FLEFPHA I F 72 1 ZR R AC R E S 7z HEEER
BT MRk (tactical) & 7z13fF#% (operational) DEENIE 2%, ThW 2
({2 EBOCO/OCC &, HiBhi 70 ik 35 o0 IRV BT 3 % AR ] 45358 %2 SRR B C O £ il
| B OFAT & AHVEMEDR DS, FE I ORISYEDRERRIC L 2 2 2 29 Lz E
RO 2 X2 5800 - HI9I2IE, SERBITIE, KEEO [H 43— - BRI
%® (CEMA : Cyber and Electro-Magnetic Activities) | OFEREASEIHICE <, HEY
BENZZHBHON=F - V7 7 =2 7 OBTEHRILEFEANOFIRE GIAC IR, KB
LT OHi#RER T CEMA BAEESRROMRIEEATD 5 2o W1 18 7 BT - T2k
T&ZWH, DDoS WED X H 12, BEAMMIIZBE T, AR S 2 B
FHOWH B S D >,

FAI—YPFEIEL TE LIS FEOBHIHEEIC X 5 OCC n¥fii / EH DA
FHIEE I 451l il H A <2 1248 P O Bl & v o 22 IR D AR SRS 2 Bl
ZIEMCF PRFFFZEOEKRO—HLTH LY, Y7 rary a— VoI
o 72 ERI A & BUG HEE L OB ORERATRO SIS 2V F F AL Ak
i (MDO : multi-domain operations) % & &r. £ HMIZE 5 56 L & DA TEIR R,
[l Wl & oA [fE#ER (combined operations) ®—i#f& LT OCO % #1793 556, &
o HEER KEORGHL & OE 5 JIE 2. B R RAIH oW %2 J 3 2 %
AT 2 Y HICIIREEREOBEO T OITBOBERITH - T, FHALk &R o EE

21 KB #% <o PBOCO/OCC %Al / 5B O DFdabid, FEICW D 2 HE 13k & 2. Moore, Offensive
Cyber, pp. 69-100.

22 HEIZHIRROFBR L IR D 720D OCO DB B S [I v ¥ a3 ¥ - 2a< ¥ F (mission command) ] % o
HEREH] A 7 = X 2 O FG§ 1. K% S H, Franz-Stefan Gady and Alexander Stronell, “Cyber Capabilities and
Multi-Domain Operations in Future High Intensity Warfare in 2030,” in Cyber Threats and NATO 2030:
Horizon Scanning and Analysis, ed. A. Ertan, et.al (Tallinn: NATOCCDCOE, December 2020), pp. 156-167;
Issac R. Porche Il et al, Tactical Cyber: Building a Strategy for Cyber Support to Corps and Below (Carifolnia:
RAND Corporation, 2017), pp. 1-8, 47-75.

23 KPEBEAHLIHEELTE7CEMA 205 M7 M) U RO RE L. TORMEE L2 TE 750k -
Ffiinid, kxS, Stefan Soesanto, A4 Digital Army: Synergies on the Battlefield and the Development of
Cyber-Electromagnetic Activities (CEMA), CSS Cyber Defense Report (Zurich: Center for Security Studies of
the ETH Zurich, August 2021), pp. 9-15, 20-31; Moore, Offensive Cyber, pp. 128—133.

24 KB T o EBOCO/OCC D #&fif / #EH Ot DL id, FFICHT Y &= EHE 13K % S . Moore, Offensive
Cyber, pp. 69-100.

25 Smeets, No Shortcuts, pp. 36-37

26 LEZmmaild, RESE, JHHKHE [[FFHENE 7Y a v] 20 CABEMGR—EREDTHEICRS ERIEICS
VF B REOCRIGER L FEA—] [Bifhigeimi ] 4 16 8% 2% (201442 /1) 1-33 H,

27 2O, BIZIE k&S, Smeets, No Shortcuts, pp. 40-41; Long, “A Cyber SIOP?” pp. 105-128; Gady
and Stronell, “Cyber Capabilities and Multi-Domain,” pp. 155-158.
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1 L—7OFERZREEA/] MCF IC&% OCO/0OCC M 2 DNiaARY
HurERE OCO/0CC 5 A OCO/0CC
Presence-based [PB] OCO/OCC Event-based [EB] OCO/OCC
o EMOHIFLRIAANL ORI |0 Wi Zihd., BN - KM
SO b DI RT . TG S WCRRE S M7z <. B o
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34 k&2, Ibid., pp. 1146-1163; Porche 11l et al., Tactical Cyber, pp. 9-22.
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Solution to a Large-Scale Intelligence Problem,” Intelligence & National Security, vol. 36, no. 2 (February
2021), pp. 260-278; Rory Cormac, How To Stage A Coup — And Ten Other Lessons from the World of Secret
Statecraft (London: Atlantic Books, 2022), pp. 232-251.
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188



REFZRERD [FA N (12X 2B A N —1EAET) O Rl & EH

TG & LT INTEL & 12514 MCF A5l S b Lz 5[ ZHOB AN
ZRET o

AFGOFFINIFETIE, 2010 FALLARE, R * L+ T > &P OFEF T OCC D ¥k /
HHAER L L7 MCF oB)nZ2 85 L., [ —EomGIRE] OBETLHREA S =X
LABEDOHREFT TRYT Z20EHONITT 5. AR TIEEMEN I TOUERH
IR ik 2 EH L. KO 2 2B MCF 09 b, JEICU T O — AHEN
Ao THMHrT %,

KEOFBNL, BEIRAEL (452 - LNy b4 25 4E (SIL) ] 12K L. KE
HULOAFEHEATED 2014 FE0 5B L TELFERERTH 5 [HkoREEE (OIR
:Operation Inherent Resolve) *' ] O3 HI TR S 72— D OCO %) o AT
iE. HF12 2016 4 5 HEIZKREY A /3 =5 (USCYBERCOM) w14 F 7% L 724
GAEB R ARES (LT 1 JTF-ARES) 25, B HE OB 28T, F4E 11 H
BB L7z THED L B /E#R (OGS : Operation Glowing Symphony) | & If:iZH
5 &M FEBEETO—HED OCO % H5HxtG &3 5,

ZOHEFITIE, ISIL X 2fner /A TERICH 1T 5 OCC Db / EH DG %
RIS L7z JTF-ARES @ [#rifi] O & JTF-ARES TOREI A / HEH D
P2 BR T & 5, REITL S ISIL ~OFF ERkIE, 2014 LU, KEEED

HEAHICE A OIR DAL TR L. USCYBERCOM i1 2016 £ % C. 2@ OIR
DRI A A = X LD TF T OCO DFTIZLD OIR 2K L TE 7z BEAFOIFRHIC
H£eabH 53, USCYBERCOM %% JTF-ARES @ ¥ & OGS O REFIZE - 72 F 91,
OCC D ¥ / B LD YEGAY MCF OFr#fi / Yo 2385 < & OARTGOIRBE O E A 7424
I 2 MBI B O BALEIR 2 W REE 5 5,

52 OHFIIFZEIL. 2010 FF48A S 2023 4F 12 HRER E TO 4 T > ¥ H T D MCF
DFi / Gk & OCC DA / EHNOHHLOBIE & % %o ARG TIEHFEIZ 2010 B4
BB e S M7z B A N—2a <~ F (DCC : Defensie Cyber Commando) & .
2021 4E, DCC & PRI B T IS H e S N7z A4 N — - BRIEIEE Rk (Cyber
& Electric Magnetic Activities Compagnie) (BLT: NLA-CEMAC) Z iR &3 %,
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