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6 FEBFFFEMEPRRELF 20 7 4 EEOEBFOEHO LN THRRMLENTELT VI Ea—Y a VDb
WL -5 o Jr R OBIE, k2B AN [BIEA > 790 Y = v 2A0HRE] (Bdiritantt, 2021 4)
280-349 H,

7 Rid and Buchanan, “Attributing Cyber Attacks,” pp. 26-30.

65



LARBERIGIIZE %53 &% 25 (202343 1)

g

B35

ZDH 2T, EEDEMMAEORmREE LD ST v r) TRIEa—T gy
DEEIE, [FHEDPR 720D ] EOWIRITEITLL ENBWV 2 DODMHHEZEA TV b,

£1 o, BREZEHET [§] ofEOWARKTH), CORELBETLDITE
FORMYF2) T4 EXERLETIHRRT 75— (WS )V —7 ! threat actor)
DKEDT M) E2—2 a3 YOBTTH L, THEIRMOEF 1) 7 1 BFELH I
BIAS, WX v =V EMEN LI EE - IR E 2 & LTRE - Rk
BT A N—HEBEOBWT -5 2 5F 2. TOEH (Indicator of Compromise
IoC) ° YT (Tactics Techniques Procedures: TTPs) " 25 7% 22 At > b (In-
trusion-sets) EMHEN %85 — 2L, £ [APT OO] ® [OO Bear] % &
OEHIEAHOBNGEN L2 TBIET 25— ZHed 21 e b s BMETRE
B COTEBT 77— 13 BEF Y o=y DY —)b-A ¥ 75 % ED[FL (how)
DY R B E OB A LI E L O 2 E Sl s s (8% (why) ] %,
WhIE ML) L2 TH D 2 BISVOSRIEY D 256 2 BN, 43 LA EAD
I FEALR B R B0 EESE LoJgR % GEL 9 5 RN 2 70 EREE £ T%
LRETHHOTIERN ",

8 Florian J. Egloff, “Public Attribution of Cyber Intrusions,” Journal of Cybersecurity , vol. 6, no. 1 (September
2020), pp. 6-7.

9 IERITIE[REIEE] L RSN TEBITRAE L BREREAE T 2 720 OHA AR R 2 KT 5, 77
ANDNY v afli, BHEDOP T LA - AL Y%, V72 T7HHEPC EITET LY A M) R —K7 7
ANGREREENS, 10oC D& - IR ESR, Gl [#lA 7)Y A] 28-33 H,

10 WRZEOFMT 2B EFHED/8Y — ¥ 2489, WAL [HRAT (Tactics) ] 2% BENNOERA DB CTHIES
AERT H B (B REEHERANOT 7 2 ), [Hil (Techniques) | 2%, Ty | 2 3E 3 % BARR 25l -
Y=, ZLT [FIME (Procedures)] A5, Zo [ikili] & [Feili] OMAGDEZML7, TEZO—FEDOIT
B EIET L sND, RESH, Al [BWA 7Y Y= v A] 50-51 H,

11 IoC/TTPs R R ALY O EZ &L —lo 70t 213, RO LHKE S, Timo Steffens, Attribution of
Advanced Persistent Threats - How to Identify the Actors Behind Cyber-Espionage (Wiesbaden: Springer
Vieweg, 2020), pp. 26-41, pp. 197-199; £i)ll [#WA > 7)Y = » A] 280-289 K.,

12 20720, FIZIZHHOKLE Y — VORI %8 U CHEBOZKT 7 5 —MT TIPs DEES RO L &%
VM TTPs SO [HIRT 7 57— ] L DL DO ha AR INEEZ 10, 7 b ¥ a—
Yavld—BHEEE 25, WESH, AR BN [TV 7 M) Ea—va YO - KBIBZ% 1 N —
BUEREIBRH A XY PO A N—TE A2 5 | [CISTEC journal] £ 194 %5 (2021457 H) 130-138 H ;
John Sakellariadis, “The SolarWinds Hack and the Perils of Attribution,” Recorded Future, January 6, 2021,
https://therecord.media/the-solarwinds-hack-and-the-perils-of-attribution/.

13 BAty PoBMEELTO [BET 75— &, ZOERIES [FAT0] 2 [EREM] BRI
FESARETHOT P Ea—Yavid, TOHNRLEREHREOMEEIHE AL & B 2 R T B
DEPATEIR A > 7 ) V= Y ZARBOB IS L2 )R 2720 (1) WEREOEMRE Lo#ERICLY), 2
D NG EVEL IR RS AR, ) PRI MBI T, SR ICBUFREZ &Rk L7 [5
L) R THEZEEH ] oR Aty ofFge ., REMSE - MM L Ch22Bmo (#7275 —1 o
DOV ET AR, BUFERBE TR EORED (BT 75— & [F7L] 2 [ERER]
ORMFBRERMT I EDMELE G H L. U EOmEFZIEKRESH, k4K [Ty 77 PJEa—v s
> 1 131-133 B ; Steffens, Attribution, pp.39-40, pp.165-166; Milton Mueller et al., “Cyber Attribution: Can a
New Institution Achieve Transnational Credibility?” The Cyber Defense Review, vol. 4, no.1 (Spring 2019), pp.
108-110.

66



N7 w77 M) a—Yaro [l & [Z84k)

B212, KT [ERIE - 947] & [PAZEEL) a3a=r—Yar] O
FWZHETLIBF Yy T TH L, FIZIELRLDOBWT 75 —DKEDOT M) E2— 3
i MFEEERLEBELOIFEOVIECIEEYTEH, &y b — 2 BifHSE A~
O Mk S (security alerts) (DUT - yERME) * OF8H & AP REEHIA O 7201213,
C DR OREE 2372l FEA TR E RO L ) b EEE 22 5, 29 L7z
HIIZIE U2 BRI O EGE DTN 2 TERUUE - AT ISR L 9 2 15 R o b
DB LTy FEMNICOBRE DA THDIKIE T O [THRIE - 5907 ] OBt
ThICa—va yOlRWE. PAOERT [—HAE] SN 2BRME—HL %
W — ADEET B '

) LFEEROLENT, 74F - A7 7 x4 (Timo Steffens) & 245 &5
O TERTATIE, BRI 78O SUR TR S 1o BRI 22 9244740
(ARN) REFEEOKEIZE T S0, L) ERELKE (granularity) 7 2527 b
JEa—a Y ORMOFNGEHR, HHNE - oL aIa=r—3 3 O
BEOXy vy 7H @IS, 37y 7)) ThM)Ea—v 3070t A% UiEMICHES
fbLc&z b,

DEEBFZ, AR [T M) Ca—Yarv] &, H5TFHRICES [HWEBF v ~_—
YOBEBOFETIMR (DT WB,H) L. ZOFL - 8% EOREE OB O
ZHMWE LEHRIDUE - SITICHE Y. COGMOBRRYOE=F I T45a3I2=
F—aroEBEETEELTut R LEFRT D, COERICBITSL [HEH] 12

14 JEEGHEEME I Lo LT A EMOEF 2 7 4 HRITE T 2 HAR I HEROMATT, —BIITHEMRHZEClE %
SRR U HEAFiL Z L 2B L2 d 00, ZOMEDOERIIOWTIZRE S M, Christopher S. Johnson
et al., Guide to Cyber Threat Information Sharing, NIST-SP 800-150 (Gaithersburg, MD: National Institute of
Standards and Technology, 2016), p. 2, http://dx.doi.org/10.6028/NIST.SP.800-150.

15 Brian Bartholomew and Juan Andrés Guerrero-Saade, “Wave Your False Flags! Deception Tactics Muddying
Attribution in Targeted Attacks,” (conference paper presented at Virus Bulletin Conference 2016, Denver,
CO, USA: Virus Bulletin, October 2016), p. 9, https://media.kasperskycontenthub.com/wp-content/uploads
/sites/43/2017/10/20114955/Bartholomew-GuerreroSaade-VB2016.pdf.

16 O MEBIE, 4 EBUMF A E O BUF I~ PA IZBE LT, IR SR O RE D 720 12— o Bl 1Y
G A R S TGN ORRMO A E RRT DHETH S, 9 LIHIEOF R LGS, DFoXHE S,
William Hoverd, “Cyber Threat Attribution, Trust and Confidence, and the Contestability of National Security
Policy,” in Emerging Technologies and International Security, ed. Reuben Steff, Joe Burton, and Simona
R.Soare, (London: Routledge, 2020), pp. 221-239; Florian J. Egloff, “Contested Public Attributions of Cyber
Incidents and the Role of Academia,” Contemporary Security Policy, vol. 41, no. 1 (January 2020), pp. 55-81.

17 22Co [RE] &id, TMIEa—Ya >0 [GHOKYALRDESGV] 2, PA L LT [AETH5HD
BRI ONEHE] EEVIRZ LD TE D, BARMITIEGH OBSEWIIE, A N —BURICB S L2 524740
DIINGRFEFAEH DR EIIEE S B WS FEREDPIAE L, FHEDOBETHV LNV Y = 7 L BEAI
DZIRT 77— TTPs OYLRER. BEZDHAEY 2 FUE 4 EOKETOT MY a—Ya bbb ) b
F7o BUFRRIMAENPA L LTARTLINED, 2 THANRETLRCEREHOTTEAIELET,
WEZOFHEER [BRT 75— OB/ LIS E L85 EFET %

18 Wi IE1T % &, T O XL KO Lk % 5 W Steffens, Auribution, pp. 33-41, pp.173-180; Martha
Finnemore and Duncan B Hollis, “Beyond Naming and Shaming: Accusations and International Law in
Cybersecurity,” European Journal of International Law, vol. 31, no. 3, (December 2020), pp. 974-998.

67



RAREEIEIITE 553 &% 25 (202343 1)

i BRI 2 FAT R E R OB I ES W [BIT 7 4 — 1 ok ED &% héo
FPA LI, COEHFRD [23a=F—Tarv] OBRBETO [JFEOLEHIC
bé%ﬁ®&%%l@F~%ﬁ%Jk%ﬁttozﬁxﬁ%%&&%%whﬁ%%ﬁ
BT %o

(2) 2010 4EA0EF-0 PA @ T8 & [£HkL]

RIHOWE & L EEOL OGRS @D, 55122010 SERBLICBI 27 M Ea—
Y a v BEMMEOHEROGFIL. 2010 SEAHTEOME X ) b KIEICH AL T
&7zo ZOBERITIE, PAO [HH & [EHML] LRIL O 2RFEOBGOEEN
Rziresnhsd,

PA @ [HifE] i3, SCTRKRD2O0LEIKT, H 112, CREZ®BZ272) H
HMETEERFE O - WL R BT 5 PA DBFEIETH B F12 2017
ﬁ@FWmmﬂwJ@ﬁﬁ%&ﬁ%#k%%ﬁkﬁémmCE%%&Eﬁ%%k\:

VxS A R [ FE o [ - R ERERE OISR &R T, PA RO
@ﬂx-ﬁiﬁﬁéﬁwﬁf\mﬁﬁﬁ%%ﬁ%QLOO%EW&Lwﬂﬁﬁﬁ”
BEOERVIEDOHS A N—BBERIUT L2BORTE L LTZASNTEZ " 45212,
RMEF2) 74 EEE2REE LT NI Ea—2aryz2d 5HEORKTH S,
FRicdb k@2 RN E T2 A N=F 1 » 71 V= v A (cyber threat intelligence :
CTD) OBEEREFEDOEIIIEC, kOB T 7 7 — 0 PA IZRCKFHE O R £ ¥ =
V74 REOHETE LTZREIN. SOFHIIIENTFO PANOLBILEEL 52
T&7:2%,

PA O [ZHb] &iE. 2o T8 OO AT S EBUF R R R A3
L% PAD, ZOMRETLHE, STHOKE, AFETHEMR. HHORMWIFR L L
TRHENLEHROERE, T L TAKRENZEDHTON) -2 g V2 RETEH
FadRT s BIZIE 2017 SELBEO KM E 38 PA % < 2 M - FEEEE~D

19 k% ZM, Keir Giles and Kim Hartmann, “ ‘Silent Battle’ Goes Loud: Entering a New Era of State-Avowed
Cyber Conflict,” in /1th International Conference on Cyber Conflict: Silent Battle. Proceedings 2019, ed. T.
Minérik et al. (Tallinn: NATO Cooperative Cyber Defence Centre of Excellence, May 2019), pp. 23-35; )+
SR [EROVAN—HEL T )y 7 - T ) a—Yar—7747 - TAXGHEOT M) Ea— 3 v
4 & SolarWinds HZEA G ] INIDS 2 241 —] 81795 (202147 H) 3-5 H. http://www.nids.mod.go
.jp/publication/commentary/pdf/commentary179.pdf.

20 HEIS. KRE O CTIBE ¥ O KA ENF O PA OEATICE 2 TE 728 8IE. K% 2, Sasha Romanosky
and Benjamin Boudreaux, “Private-Sector Attribution of Cyber Incidents: Benefits and Risks to the U.S.
Government,” International Journal of Intelligence and CounterIntelligence, vol. 34, no. 3 (July 2021),
pp. 463-93; J. D. Work, “Evaluating Commercial Cyber Intelligence Activity,” International Journal of
Intelligence and Counterintelligence, vol. 33, no. 2 (April 2020), pp. 278-308.

21 ZO&EMN Rk % S, Garrett Derian-Toth et al., Opportunities for Public and Private Attribution of
Cyber Operations, NATO CCDCOE Tallinn Paper, no.12 (Tallin: NATO Cooperative Cyber Defence Centre
of Excellence, 2021), pp. 711, https://ccdcoe.org/uploads/2021/08/Tallinn_Papers_Attribution 18082021.pdf.

68



N7 w77 M) a—Yaro [l & [Z84k)

EU MBE OIS A2 FIC L E, T A b= 7BIFO X 9 IRIEMm E & B L THR Y
R TOBREEOIEHIZ B AiAA, iR PA X 2 HHI R CHEO BHEL BT
LEZ L HIUL, 7T Y ABUFO L ) ICBBEANO AR IEHE 8L oD, BEE
AN 2 EEONZN — F TOELER, REMEICRZELR: [BRT 74— ORE
DFEMR R MO RFIHOLEDLH 2 7,

(3) %2 AC) OFEATIED IR T 5 [ZhRIL] DG DI2DD 2 ODHLS

COPAD [HEH] & [ZHIL] L) BIRZHEIZH R L T&722017 fE LD
FATIRZE R RIS [565 2 A DJATRgE L IFFRg U, ZoZE &1, HEs Lo
PoHEme B2 T, BECBUTEE 2o HAKLEOFRICEST7T P Ea—va
YOBEEMHT LI LD L. TOMGmEIEZIRII DA EHT S PAD S
BAb] OERZRZ 29 2 TlE, EEDEATHERIIRR T KD 2 O OB %
BERDLULENRD L,

81 OB, FCKEEOZME TOMRME T I 2= —3 3 » (strategic com-
munication) Difas > 12U LWL S, PA I ML SHOBEEMBEE L,
%% —7 4 v A (audience) DITEVEZIC L 2 BRI REE RN T
Hbo KOILTOUTRAT 7 =¥ AZMA. ¥—% - 74 %F7 (Martha Finnemore)
5OFATHIZEICE SN B Z D3, KEBHFF R RMMEZED PAIZIE, TOHME,
ZDLDIHRY DO RRZHEATIHERZR ST A —T 1 TV APBEBEE SIS Lt
Zv TOMAEDREIIG LT, PAONRFERE, BRWORKOZIE, EREINLIE
FEDORE, DA TREFEROE &, @Y 2 ARBERRPLR 2 E0ZL )b L
FRML XY,

1 OHMOFURE LT, £12Hb, ThiFzruze~vy s Z- 23—y (Max
Smeets) DOILFEWFZETE LIz [T Yy 7 - T M) a—Yary - 7L —2T—7
(Public Attribution Framework) | 25/R3, EHF®O PA O FELZBOKHN O 6 % 1

22 AT OEAEDYEHITIRE BB, Piret Pernik, Cyber Deterrence: A Case Study on Estonia’s Policies
and Practice, Hybrid CoE Papers no. 8 (Helsinki: The European Centre of Excellence for Countering Hybrid
Threats, October 2021), pp. 16—18.

23 77 Y ADWAEOYEENIWRE S M, Alix Desforges and Aude Géry, “France Doesn’t Do Public Attribution of
Cyberattacks. But It Gets Close,” Lawfare, September 3, 2021, https://www.lawfareblog.com/france-doesnt-do
-public-attribution-cyberattacks-it-gets-close.

24 T [H—=T4 1Y OBER &GO, EEOPMNEICE T LM T I 2 =7 — 3 3 ¥ O& LD
HaC oW, REZR. HHTHL RGN I 2= — 3 v EEBRBE -8 L ERBGG O] (H
ARG AL 2022 4F) 23-47 Ho

25 Florian J. Egloff and Max Smeets, “Publicly Attributing Cyber Attacks: A Framework,” Journal of Strategic
Studies, Published online (March 2021), pp. 5-8, https://doi.org/10.1080/01402390.2021.1895117; Steffens,
Attribution, pp. 173—180.

69



LARBERIGIIZE %53 &% 25 (202343 1)

BIZL2D, AROFEZDHEEDEMMIEDOIEM 2 LA, TOHOERIZE L

PR, FOMMETEHEIZ

HrHIA—T 4 LY ATOWTHIR T 2HHZ B - B 72

bDTHbH, TDOFE 1 ONEPRET 5 DI, IWEDILITIIZEDS, PA OFERERZ L — A -
7Y KR - ¥xzA AL (name and shame) EIFHINBEEEITHED THTE 2 IR L ChF
WBHIENWAAPELRDIFROYRZIIET 5] ERADEMALINEEZRAL

TWhrWnZ klizhsr ®

®1 BESRUBONTV Y7 MIE1—2 3 v OXELRBERBIRE(ERORRE

@© i

Coercion

FIHEOBMNELRZ BRI ELELF —T 4 T VAL, 20 [BH
(intentions) | CEFAXTRIEGEIE) (A L TRROITEIZ S 21283 1.
Pk (deterrence) b D —HFiMl, HAEOMEIEE O LIT X 59D
22, QOFBBAIROO T - BifofMkEEE U2 i OFE
RHEERIA MO EH (R 12X 2EFENIIEORRE D &L

@ B

Counter-threat

FACBAE OB E & &THICE < 25 T H O (ki) [HE)) (capabilities)
R L. BBF v v R—= v O—Ri 2 Pi% (disruption) % L9 BB
KowmM (DERLY, WEZOBH-HM TONTBHERLIRE L),
F =T A4 L RAENEHOT 3DV, 1oC/TTPs R EDORFEE S v b
7 — 7 it i L A FH OBETF LI (burn) R HEH L F v
UR—VORFEMEEE L-ER - EREEAE T, HEFOER - &4 -
BB =V /A7 5OELHREZHTEEZ LT L&D,

® BHEE

Norm-setting

FAIFRIICHFEZ LG T2 RMDH L B2 A —T A T AT D1
o BONEAHEEG L:—EOME 2 A 552 MREFFMEL, 2Dk
PELZEETOHFELAZVED Ay £ — VR EBEHSIIRTIE T,
ERELY 7 bu—0Rk E Az RS, HEEIA LA 0HE XD
by ROV A N —ZURRE)) o iR SEEIC, W ER BN B E o
HEJ) O HEOR 2 BLHHICIR > B b OICHE 3 5 Z e TR v e 2
%o

@ ¥ - P

Prevention & defense

FICHERFRYWEZ ELEZEo XMW - Rty -0ty FT7—2
i N R SRR EE 2 T —F A 2 AL L, EERRZE U 2ERD
Ay b7 —=sPifomite Ry, o FEEEE7T M Ea—T s
VML L B ERUTREZS DS, 1oC/TTPs 72 & OEAHH & MO 727 7
27 & — R MEBRHF R 7 & D4R Lid, EEMRETROFROFT KM - B
EVE ORI L WBE O BRI RN FER 2 EOFBOR (context) DI
WOMNG-2EU., FEWEOBZ AN OB 3 FEAZ M.

26 PA DR A —L4 - TV F - Yo 4 A0M& L HIRIICH 2 2 I~ #H X, k%S, Finnemore and
Hollis, “Beyond Naming and Shaming,” pp. 971-977.

70



N7 w77 M) a—Yaro [l & [Z84k)

® LRI ENAF OB Y8 R BIRAE MO IS hhb b (BERO) 32 74
Community HMRBEEF =T 4 TV AT M. FEBENPLT NI Ea—va
-building Y ORFICE DR CORBHMG R U R EOBBROBEMZME T, FL

SALUZHED 2 Y5 - IR O E O FREERLIEB ) OBL 25,

© AN - SR HER-FYUEOMGHREEZF—F A AT HEH. 72— g
Legitimacy& YORFEEBL T, HEOFEAZERRLHIBERZE D <5 ENI D S OBUE
reputation building HY S FF DTS 8T Ot 5 bR T RS O I % b3 %,

(H3FT) Egloff and Smeets, “Publicly Attributing,” pp. 1-32 OB H W ORI %2 12, ZOIEHOBFE R &2
ERHLATIGE 7 2B L CTHER AL T 21 Tk,

Z D1 OB 513 PA DI L AL IBIZIL, T PA OFEFa T RO B+ —
T A LY ANOEE (DZAL) 1230 KRB 2 BIROITHE L FHPIL 9 %0 BIZIXT
Bl - Dt 2009 3565, PA OBREINIEBILT 7 5 — D 10C/TTPs 7% & OHEA
REWBERP, TOMKFEEGECIEVEETH Y. FITILOM AL ME O B
B OAIR LI 2 BRITEE v L L, RICHHEREDIEHZERTL%5
L BRI RERE DD, ©LABEMN R SR LM L CBUIRE & A9 2 U EMEAYE
{3 ¥y KEBUFIX. 20 X9 1Ml 2 OF%i#%3 % HIGIZIG U7 AR E LT, PA
DEFEORIERCHERZ L L T D L DOWZ T EEL 7 b,

E208ME, ThI 22— aryz2H5Hih (politics of attribution) (2% H L
7PWZ T THD, TNET MV Ca—varE, BR-ERNOLERFIE-RE (D
T8 —) OHBEAKILT BHIEEO R 5 EIOREEANEE T 2 BUREE L X
Z D7 TORHOEANN - LW - BUAIWERG SR E T2 HRUEH T2 ¥, 2ol
BECRBRTORL LT 7 5 — EHIEOM BRI, FRIUE-SHrrba3Ia=r—

27 £1 D6 O2OFELRBOKHBEIIHNINL2d —T 4 = 0 A LEHOKF ORI, WAL /-7
U7 &AI—=yOIHEEDIT2. IS T OETIIZEE B L T\ b, Egloff, “Public Attribution,” pp.
7-10; Steffens, Attribution, pp.23-26, pp.173—182; Romanosky and Boudreaux, “Private-Sector Attribution,”
pp. 478-479; Jon Bateman, “The Purposes of U.S. Government Public Cyber Attribution,” in Managing
U.S.-China Tensions Over Public Cyber Attribution, ed. Ariel E. Levite et al. (Washington, D.C: Carnegie
Endowment for International Peace, 2022), pp. 14-24; Jason Healey, Neil Jenkins, and J. D. Work, “Defenders
Disrupting Adversaries: Framework, Dataset, and Case Studies of Disruptive Counter-Cyber Operations.” in
12th International Conference on Cyber Conflict. 20/20 Vision: The Next Decade. Proceedings 2020, ed T.
Jancarkova et al. (Tallinn: Estonia: NATO Cooperative Cyber Defence Centre of Excellence), pp. 251-274;
Erica D. Borghard and Shawn W. Lonergan, “Deterrence by Denial in Cyberspace,” Journal of Strategic
Studies, Published Online (August 2021), pp. 1-36, https://doi.org/10.1080/01402390.2021.1944856.

28 Steffens, Attribution, p. 180; Finnemore and Hollis, “Beyond Naming and Shaming,” pp. 974-998.

29 2O [ThIEa—TvarzblbEE] OMIE, B2 IER%E S M, Kristen Eichensehr, “The Law &
Politics of Cyberattack Attribution,” UCLA Law Review, vol. 67, no. 3 (July 2020), pp. 520-599; Annegret
Bendiek and Matthias Schulze, Attribution: A Major Challenge for EU Cyber Sanctions : An Analysis of
WannaCry, NotPetya, Cloud Hopper, Bundestag Hack and the Attack on the OPCW, SWP Research Paper,
no. 11 (Berlin: The German Institute for International and Security Affairs, 2021), pp. 10-19, https://www.swp
-berlin.org/publications/products/research_papers/2021RP11_EU_CyberSanctions.pdf.

71



LARBERIGIIZE %53 &% 25 (202343 1)

YavIilBRAT M) a—Ya vOEERICEET L LRI FRICRD 2 HOBKH
FEOREEDS PA OIS EEL 5.2 5 HERET %,

1 HEER. BEROBKGOT 75 —HHEIET MR EROILE - ARV A7 ThHb,
Bl 2 TBHF OBEHATHRBIR A > 7)) Vo v A ERMEF 2 7 1 ¥ TR, T b
V2= a VICHIEH L) 2B - HECHIEREN SRR 2 Y 20720,
WamCTIET7 7 & —MOMHRIEF IS ORER LOBIETEE Ln—F, ZONE -
FFH - RIS X o Td TR REHRIUE - WIS R 2 B8 2 T BR D 1250552 5
BEHEANORGTHE ER L4 - BRI ERICEL I THRA R A7 2NET
53 BRI EW R AR 75 PA IR, —EDENBERKRL YHL M OEIHICHE
L7z u—X FREHIEARME R TH —HED) A 7 FHHE LV, —HD ) 22
DEFEFT V) Ea—2a YORIRE R LT 77— OHHRINE - 5 OB TOR
N~OHG-OFE RS, BRICE 5 PA Ot RHFEE, ER, ART 20 ICE
5 E T ZUICIEDREERIZT

2 MEIE 7T MY Ea = 3 AMKILT B R O TG 2 TR OKHE & | B OB -
FROBIRTREMTH S, —~ICT PV a2—arinoTh, ETLMAONE
Fhe e E T L OIRIE G R E 0BT AO L LToxtn e, EEITOFIELT
2 L TOBORMIG T, THMOIE - 547 DERE T OFHiny 7 TR KHE D itk S 23
B2 P BIZTETRANOMEFLOVADORTOT M) ¥ a— 3 VITid, R
AN A ERE AV HI o 723U TR BE O 48 A B CINUER L 7= SEI O BRI T~ D 3 s 0 32
Lo EoTA YT Vo v AN, TORNZRME L CIEL 2 TH, HHHE

30 FoKafiE 2 @BICE C & Rl F® 2 7 4 3RS 230 - —E 22 Ik L7z ffioe (8
WHIPH) OEMADH D HELWEX ¥ »X— 2D [0C/TTPs RERT 7 ¥ — D5 Hr OFEEE & 56 L Tl B %
VERES %o ALJTTHBUMMBEBEI, BTRB OMAEMR 4 > 7 ) ¥ = ¥ ZARB OB e HUMINT - SIGINT #
WL BARM 2 FATIUME AR E R OB 525 ) 5 2 IR T 202D 5. REZM,  Steffens,
Attribution, pp. 165-170; Adam Janofsky, “Cyber Attribution Is More Art Than Science. This Researcher Has
a Plan to Change That,” Recorded Future, February 19, 2021, https://therecord.media/cyber-attribution-is-more
-art-than-science-this-researcher-has-a-plan-to-change-that/; Bendiek and Schulze, Attribution: A Major
Challenge for EU, p.10.

31 BB OIA L ARITHBET 24 D) 2 713, FFI2Kk % 2 M Johnson et al., Guide to Cyber Threat
Information Sharing, pp. 4-5; Thomas D. Wagner et al., “Cyber Threat Intelligence Sharing: Survey and
Research Directions,” Computers & Security, vol. 87 (November 2019), p. 10.

32 JHIZ PA I X 2R TEHIEOTEL D) A7 & BUFHEB O PA OHIWi~DBHI R % 2R, Egloff, “Public
Attribution,” p. 5; Dennis Broeders, Sergei Boeke, and Ilina Georgieva, Foreign Intelligence in the Digital
Age. Navigating a State of ‘Unpeace’, The Hague Program for Cyber Norms Policy Brief 2019 (Hague: Leiden
University, September 2019), p. 4, https://www.thehagueprogram.nl/research-and-publication-posts/foreign
-intelligence-in-the-digital-age-navigating-a-state-of-unpeace.

33 Dennis Broeders, Els De Busser, and Patryk Pawlak, Three Tales of Attribution in Cyberspace: Criminal
Law, International Law and Policy Debates, The Hague Program for Cyber Norms Policy Brief 2020 (Hague:
Leiden University, April 2020), pp. 1213, https://www.thehagueprogram.nl/research-and-publication-posts
/three-tales-of-attribution-in-cyberspace-criminal-law-international-law-and-policy-debates.

72



N7 w77 M) a—Yaro [l & [Z84k)

DI & OB S I~ DT & 21 TORAR A #E 72 GEL 72 & O F)FH 1 R
<‘:th>3“

THERRT N &E1Z, BICnz7 7 ¥ —BoBHoOE - KFEOYV A7 E, 2D
ﬂﬁi@%**ﬁ@ﬁﬁwmﬁﬁéo~mkbf\&ﬁf@?buel~vayu%
RSN B AERKHE R GEI O B/R #65 % & SRE LB O kg 2 R0, FER ORI ERERI O
WRREORETI 2 &1d, S EBOR YR 255 M HRiio g - &%Uxaw 2tk
AL RN 3T ) v 7) TR)Ea—2 a3 yoOBROEET - BIEI - n
%P TORTHEDBOHNFIC L2 PA ORFHO®E ﬁ@T%ﬁ@‘ﬁﬁﬁkmﬁﬁ

DAL DA% & B HI R E1E. BURYR O PA O BROMKSLHEIZ S 28
#5250,

(4) FHEOBERYRE O [ZAIL] 2D B EIMTEDOA R

ZH L7 52K o%ITHZETd, FEOBHRURH T [ZHk(L] DERLE
BTV EE ISV IR LR ILGEM RO R E > TE L IEF Vv, HiHD
FTATZERED . IEED K EEUF O PA O — AR % AT L 72 5 AT L O 3R o 4l 1]
iR < BARNHERIE 2 T [ZHMb] OEROIEREZ HALD DIE, KEE
HOBREIT I OBHIO RIS KFZ 2 o T& Y, Ty ZoBMIETF S 2 AT
77 vV IH b (Stefan Soesanto) (2 & A KRIEFEDFE Y - FERFE M TOL
ERIEK D WY oIEHERF M U7z, EHikOTEIEEIRE W PA % LK
HArE LCE72 Y Lo THEOERIEER, BHRBRICB 27 7 5 — MO - xh7
Wi Ze &A%, BORMFICE 5 PA ORRICE 2 582 0LT L AT TV,

34 Ibid, pp. 4-5; Bendiek and Schulze, Astribution: A Major Challenge for EU, p. 10.

35 BRI, EBEZEOFBERMEOEEREHEOAR T4 3, EEKIITBU % 5ts 2 iR R 0 Zk
ARSI ND 2, FRALYRFE D < RELE 2B D BB R TR O RE DY A 7 R E BIE L. MR E L
THEINC YR TR O R $ 2 FPDFAE L T E 2o LT O A S, Allison Carnegie and Austin
Carson, Secrets in Global Governance. Disclosure Dilemmas and the Challenge of International Cooperation
in Worlds Politics, (Cambridge: Cambridge University Press, 2020), pp. 193-239 ; &7k #1 [EZE W A /N =3
BOEWNT ) ¥ a—T gy —EBERERHANC BT 2  GEMEE o EMR—] [Tk y bV —2-o—
LiEa—] #19% (2020 4F) 121-131 H,

36 K % 2 W, Broeders, Busser, and Pawlak, Three Tales of Attribution, pp. 12-13; Eichensehr, “The Law &
Politics,” pp. 544-545.

37 KE O ENBGEAETORMBRAT O PA © HW EHROLHILE © CHHF7EIE. 213Kk % 2. Heajune
Lee, “Strategic Publicity?: Understanding US Government Cyber Attribution,” (Ph.D. thesis, Stanford
University, May 2021), https://purl.stanford.edu/py070wt8487.

38 Stefan Soesanto, The 19th of July: Divided or United in Cyberspace? From the EU and NATO to Five
Eyes and Japan, Working Paper, vol. 11, (Madrid: Elcano Royal Institute, October 2021), https://media
.realinstitutoelcano.org/wp-content/uploads/2021/10/wp11-2021-soesanto-the-19th-july-divided-or-united-in
-cyberspace-from-eu-nato-five-eyes-japan.pdf.

73



LARBERIGIIZE %53 &% 25 (202343 1)

(5) FiBIRFgED H ik & 5 Hikshl

DLEOFEATHIFE OB A B F 2 AR CloRaEEokRSR (K) 18k 7 M) ea—
¥ = ~ (attribution by indictment) EFHEN 2 JEH &, EU O A 73— T B ] 5
LY —AICX 2 HIEIRBEZMEL/ZPA L), KARERSINDET P Ea—Ta v
R EE R FRe i 70 BESR K HE (VD & 4 2 5 B EEICATRE L 72 PA O A8 U C. BUR
YD PA O [£Ht] OBEREETFVEHLPIITEI L ERKAD,

KAl & BU ofisiid, EFh L TBE Lo o zibned, i
NHME OB 2 A A L 138310, WRICES- L2ARAN - IEAOKED T T
V¥ a—3 3 YRR L, 20 ATHEEE R BB R O IEAR M AHEOIRGE & 5 IE
FROLEED S ZOERITIE—EDFEKED TR ARD 5N 5 13H, FiniE /2
FHRIHHITIC X B REEREDAET 5 &\ o 72 Tie il 2 Bk #: 1 Hk 4 A il 4
HHir L,

L2l b3 5 X)) ORHIIE. EUDHIEL ¥V — 202G E 7z
2019 fELIFEOREFIEICO AR > T L TH, ZO@EAFERICIIHE 2 AEIEL TV
%o it%ﬂ&%@%%i T FHFHRAAREE T % EATIL DML & WHEE O FH
RO E V) S, —RUTIESHENRMED AT 212000 5k L T
%to;@ﬁ#%m$wmwﬁdu& LA TEHICELS PAD (i) HW Y-+ —71
IR (DAL &, (i) MESKOEROHHEZ ML BOREEORE L W) HIHT
Wit L7 O ATIEGE D 2 D O Mt QM IS L TR NS 2 T OB S K
M. 54O PA OEMHOAERIEEZ RIZLCEL2BE»Z2 8RBT % 9 2 Tl
L7FlEIRE W R %,

2. RuiEBORFICEE T M) Ea— a v odpIN%

(1) MaSROBEE & G

BIRICE AT M) Ea—a ¥ eid, KalkAd e Bog oMKk B 5235t b i %
PAN—ZIREE v O R=VZOWTHA L, BHPTNI%E L 7R FTRR OB 15 € ff b
(unseal) %479 PALZFET . ARDEFIROEEIZ, WEYFTH 2 KAEED, &K
HIFT IR & AR FEZ R L. R O FTH 2 40 2 \AED — I\ X v,

39 THI &3 S EOBERY RO RS IE L B9 LEAMNS PA OEROEEZIET. Lo T, ZoHKICH-
T PA DEBCTT MO R Z BT 12 B L W) HERD [A0] OBGEEE. AROSToHRIcEEEhTn
&‘/\O

74



N7 w77 M) a—Yaro [l & [Z84k)

72720, WBIZHG LMMEOR - 4 7)) U= v ARBEBRHEENO LG &
ERFFREICEOEFROAFEIL, FEENICMEBRFFNOEEINTOERNZ PA &
Wz 5 Y,

Z ORFIROBEETGE MR & 5 A, BPITHRE OB AR B O 5% HF
HZWi$ 720, ETILOEWEZHERL TOARVERETIZ, ZoRTERIEEE DL,
FCEAVROS & I IZZ o L ARk o ez ias s eick s Y &
) LHHEFHROARRDO B2 HIZH W REH L. KAEE QIR OBEEZ IR L &2
VARIASE 22 ). MEGHIRIE. oL %5 2014 FORE A RBREOEH Ok
FRIRO ALY, KENTHHMERRZD DA TS B RILTELY,

(2) 2010 FFRELOKRFEIERICL S [WiE] & [T A MRE] gL o—F1t

FNTHORAFZEEAOERFICLD T M) Ea—T 3 i, 2014 4 RkMkHE L. 4F1C
2018 4 % ¥ — 7 [T FFIR O AR E TR E OB B Z B o m % He T &
72, FREETIE, KAEER, ZO—HTH L KEHIFMAR (FBD (LLUF:kH
P4 - FBD OATIERRLCHLEOF S 2 4@ L. KRalkEE B Y HED H~D
Rk B O\ R A ITHL T LT E 2, KEES - FBI 2R3 2 AFI&E R &
WAEDOFATIIGE A B T 2 % &\ 2018 4ELIREDKHEIESA - FBI OHGHIZ, kD 3 DR
AV MR TE %,

T, COMKIE. BHEO Ny 7y v oRELD b, T LAKAEARHRAET
DEBURHLANVCTEETLIBORTFEE LTRIELTE . KAFBEEOEITF 5 ko
HiIZHBR 3525, CORERTHERTREIX, 744 -ty F¥— (Adam Hickey) ]
BREMARE (FARZEREETHY) 2 & OEBOKEEEHIERE S, EiRIRO
KFEE, E~NOVDLWEL R =L - T VK- Yo LB MR TIERWEEEH
LTWBETHE

40 BIICE BT MY Y2 — 3 v OB ERE O 7 0t 20X, #l213K%ES M, Chiméne L. Keitner,
“Attribution by Indictment,” AJIL Unbound, vol. 113 (June 2019), pp. 207-212.

41 Garrett Hinck and Tim Maurer, “Persistent Enforcement: Criminal Charges as a Response to Nation-State
Malicious Cyber Activity,” Journal of National Security Law and Policy, vol. 10, no. 3 (January 2020), pp.
529-530.

42 K% B, Jack Goldsmith, “Why Did DOJ Indict the Chinese Military Officers?” Lawfare, May 20, 2014,
https://www.lawfareblog.com/why-did-doj-indict-chinese-military-officers.

43 Keitner, “Attribution by Indictment,” p. 207; Garrett Hinck and Tim Maurer, “What’s the Point of Charging
Foreign State-Linked Hackers,” Lawfare, May 24, 2019, https://www.lawfareblog.com/whats-point-charging
-foreign-state-linked-hackers.

44 John Sakellariadis, “How the Justice Department Is Stepping up Its Efforts To Indict State-Sponsored Hackers,”
Recorded Future, February 3, 2021, https://therecord.media’/how-the-justice-department-is-stepping-up
-its-efforts-to-indict-state-sponsored-hackers/

75



APRBEERIERTZE 55 3 &5 2 % (2023 4E 3 )

KIS, EIRRODEZORIWIE, FEhElC X 28R T HIROEL D) 2 7 Wi % &
7PA YTV VA - AI 2T A NHMORET O AZRKTEBINDID, THL
7270t ZADGHALI R A I ONTE LSNP, 2, o7 at A TREIFIRAS
AFENRL R DHREL . WREOGHPHFENICH L2565 L, BEEOMET
7RI oM B E D S D51 ED Wl LAY L OFHli Sz b oz e LT
Wh Y ZORMEICEASL L, RFRICL DT M Ea—T 3 vid, HEEE OB L EE
TOARIFHROMERE &) BEEASER N 2 & 2RI L2 G E W2 5,

Dibo2 fzEFE 2, KFEEORET A2 RFROAEOHIIL, KD 2 M
TE %o 120213 EFFRORKIZL 2 FHELOEFREBH TH 2. EIFIKRNOL
PR ETHMEK A DTGB O\ CINE L 72K BEDOH TR TTPs 2<%
BITEHREARL, FREFRROLAKRTEBW 2T EIN 43I 7T B
WYL BEEHIC L) AT ONEOBIES v v R— v OFEEME L &b R TART
52T RMTO BT 75— ] D5 OREEE R LR BMOZEIEROmELZ L.
* v b= B omibomn Exfgs Y,

b9 120 £10 [FEXVL BREOMEEICE . AFFENOERPEFRKO
AFREEREMBEE LT, AT REHE - 5 RS - ERSEE IS ST OB Ex v
v R— v % WiE (disruption) § 2 ZHOESEMIMCEIFLZ LicHh b % difte LT
PAEDOKENES - FBLIZ, JLAOKZE LN FFHROzOD0H S OMAR) %2, HESN
TOREF X v X—V OPFERBIZH L. ZOfkEE & 9K % 8 U7z ior &~ o

45 John Sakellariadis, “How the Justice Department.”

46 Ibid.

47 RAEA ORFRO AR LCMAE T & L 72 B o8 H o B & 13K % 2, Federal Bureau of
Investigation, “Four Russian Government Employees Charged in Two Separate Hacking Campaigns Targeting
Worldwide Critical Infrastructure,” March 24, 2022, https://www.fbi.gov/news/stories/russian-government
-employees-charged-in-hacking-campaigns-032421; Arielle Waldman, “ Nation-state Hacker Indictments: Do
They Help or Hinder?” TechTarget, April 15, 2021, https://www.techtarget.com/searchsecurity/feature/Nation
-state-hacker-indictments-Do-they-help-or-hinder?amp=1.; Federal Bureau of Investigation, “NSA and FBI
Expose Russian Previously Undisclosed Malware Drovorub in Cybersecurity Advisory,” August 13, 2020,
https://www.tbi.gov/news/press-releases/nsa-and-fbi-expose-russian-previously-undisclosed-malware-drovorub
-in-cybersecurity-advisory.

48 WxzM, U.S. Department of Justice, Comprehensive Cyber Review (Washington, DC: July 2022) pp.
9-15, pp. 24-39, https://www.justice.gov/dag/page/file/1520341/download; Hinck and Maurer, “Persistent
Enforcement,” pp. 532-533, pp. 551-553. TN OIEHARWIZHES v v R— Y OEFE (WEF v o R— v OfF
WARLETHIIMA, IO EET 2 ANWPHEL &) - G&E - WY — VA ¥ 7 7% EOMEHEERD
AEE MR RN E T2 2 L2 HIRT. BARMIZIE, BEXF v O R=V DNV FT =L RN EEREGFDA Y
TV AMEEOESLER, RIS X 2 Ry - EIBSIL RIS X B BRE O —FRHIEDITA,
BREUURE - JUIRDR OB, THTOBREY = - 4 27 5 OFEER L0 O ER - o1k EiEE, XK
BHEVEHT L C&CH == FAA YR LM DEHIR T + =T DT A 7 T v EL BT %,

76



N7 w77 M) a—Yaro [l & [Z84k)

I A MiREE (imposing costs) 12 & 2ITEIEZRZ HIg et 2 ZRHL T&E72 % 2022 4%
3 H® FBI O#ABIORNEAIES B A X SHORFIROAEKIZES PA D,
COXKFEEAL - FBI O O—HMTH D, BARICIIWEEL I 2 MREORIRL & A
F=Iv Ay bOPRDIzO, KEBHFOBRETT. FEHEZ EOBRER, ERNAt
ORMEY 7 & — L oMM LEZRT 0L B ESN TS Y

(3) TRIETHROBORAL] 1T X A55% - o 2 bRk 08K
FAEOKRFEBORFICE LT M) Ea—Y 3 VL, [REFHEOBSEL] &b EI
T&2% PADEZILDOET NV ERIEL TV D, ZOREIE, JORIZIEAOME L
TRECTHEIER GRHE) 238725200847 EOBARIRE 8%, PA Z2fil
e L7z [EEN ] Coiik - ZaBBOE FOBMICEEH T 20 L BETE %,
CHURTBIC Rz, KFIES - FBL 2884 2D &z —I1c Lz, 7MY Ea—
TarvoOHW - A —F A TV ANDEBOBALE WL TW5,
BORBEOMEORE L L TUIEROMBRAITH TOREOGHILDIZ 2, 5L
I - BIRGERO IR, WML IR0 RLOBRE L B S, KAlkA
DRI MERBEZ A L2 b IR C& 2, BEHICO &, EROEFRKRHNO
AL, AHBRECOATEOVANIEEREICAR L ) 2 shTa i’ 2h
FHI2W 2 AE REEAIEAHICE S 2 Wi TORL - RGO #E 2 HiR L 72
EHVZENLTH A,

3. EU DY A4 N—BURBEFIR L ¥ — 2 O F B

(1) MisKOBEE L
EU O A4 N —ZCERERIF L ¥ — 2 L&, 2017 48 6 2N E A B F 4 (Council

49 HFETFRO72OOMAR S OBENTO [HiFE] L [T A MRE] O/ ORI 2R3 5 Ui%dRetHico
W, FEICRE S Tbid., p.2, pp. 9-10; Oversight of the FBI Cyber Division, Hearing Before Committee
on Judiciary, United States House of Representatives, 117th Congress (2022), pp. 2-5 (Statement of Bryan
A Vorndran, Assistant Director Cyber Division, Federal Bureau of Investigation-U.S. Department of Justice),
https://docs.house.gov/meetings/JU/JU00/20220329/114533/HHRG-117-JU00-Wstate-VorndranB-20220329
.pdf.

50 Oversight of the FBI Cyber Division, pp. 2-3; U.S. Department of Justice, Comprehensive Cyber, pp. 9-15,
24-39.

51 Bl Z I EEBOFEMRD? S, @IINTKRAENEEORXE L7280 iRikiIcid, 5 AOBS ORECAR S S
EVERIET ORI EN TV RIS ). FEEOLHBR T B E I L THREOHIEZIENT 5
LOOFHI E L CTRIA TG AR ST E 72, 203, kE2M, Steffens, Attribution, pp. 174-175;
Goldsmith, “Why Did DOJ Indict.”

77



LARBERIGIIZE %53 &% 25 (202343 1)

of the European Union) (BAF : EU BlHi4y) 2RI 7z THA =AY —vKy &
2 (Cyber Diplomacy Toolbox:EU-CDT) | ®—#8& LT, EU #*—EDH A /N —IK
BHRZICHG 35 AW (person) F72IXHMK (entity) % MR LHEMEE L &%
LD BHIEBEZ ST (LLF : CDT #ll#%). EU-CDT O#RRIE. EFE EoRII%
BIESLZVIETOERD L5 A NGB OF RIS ZERBEREOEL L
ST, BRI E DB 53 2 B O PR &I, BU & E o JL[H T oA BUR
FoOREEOMALDLEE L ORME T FICHD P 2045 T CDT #il#Ki, 2016 4 DL,
ATy FEXI AT REFE LTS EUNMBRENOREEZ V— 7O & )28 10
T, EU-CDT O3 FEXHLOFRL D 1 DI AR FE N7z >

CDT #il#ix. BEEBHI OB I 2019 4E 5 AICIESGEH 2SI Shzds, AR
Bifaike i (2023451 H) £ COBEBUEROEME TORBE LTKRD 2 Mz zld
5 b,

B 11, HIEROBENROWE TR, KO KRFBEEOTH % &0 72 KK E 2 & o
PAZ@BL, a7 - hlE - LI OBUFRBE O 52 R % SN v o R—
WCBIG- LAWY - BiRExt g e L, Z2oicidf T— - 2XF 237 (Igor Kostyu-
kov) B 7 EHBFERBEHRRT (GRU) RELLEOHZOBFEELEENL, &
ORERERZE DB A 5. CDT filBix, MEOBFEEIES 3 5EED 55 1 3 —1{f
BOFEROIZOD Y 7 F) 7R, HERROKRZ SHICES DL LTHFEI N
T&>,

%212, 20—HT, HEIEEOMHECHGE 25 AN - FRET R ER FERE,
AR N O K F]EE ORGHL > & i LTl TIREMTH 5. HARRIIZIX, 2020 4 7
A ETEAE 10 Ho 2 BeBS 24T, 2018 4EE TICRE L CEApE - vy 7 - Lk

52 IEX 4 #1E Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities 724%, —#&M1Z
Cyber Diplomacy Toolbox D Cifiim S N5 720, AROFKILD TN -

53 Zomid, 2016 4E LMo EUMRETH 245 v 0 I LA ) ¥ - R—=s3—=% B, Council of the
European Union, Non-Paper: Developing a Joint EU Diplomatic Response Against Coercive Cyber Operations,
5797/4/16 REV 4, April 16, 2016, pp.4-5, https://data.consilium.europa.ecu/doc/document/ST-5797-2016-REV
-3/en/pdf.

54 2016 4ELAE® EU-CDT & CDT il % & F ToOfEMIE, k& SH, Siim Alatalu,“Alliance Attribution of
Global Cyber Attacks : The European Union,” in National Cyber Emergencies: The Return to Civil Defence,
ed. Greg Austin (London: Routledge, 2020), pp. 179-180.

55 Jamie Collier, “Europe’s New Sanction Regime Suggests a Growing Cyber Diplomacy Presence,” FireEye
Industry Perspectives, August 6, 2020, https://www.fireeye.com/blog/executive-perspective/2020/08/europe
-new-sanction-regime-suggest-a-growing-cyber-diplomacy-presence.html.

56 B ASETIRD NFE L WIEIGE DT O 2 SRR ITILE L 7236, KREEA OLFEIZ 2020 421213 7
HEBZZH ZO VIEOHED AT 2019 425 2023 4 1 ABIEE TO EU ofllEiE -5 5 % Lnl-
Twb,

78



N7 w77 M) a—Yaro [l & [Z84k)

HWOEHS FE T ICHE LG8 £ - 4 HIROHIE SR A Th L TUE. 2023 4F 1
AFEcicHirzatEigez—wirbn s, EHo—EoRumemEibrsiiHmshc
X727 DFTIE. 29 L7z CDT flEOEH OB FIZOW T, EU HFOALHRE
K CDT #ill3 % o <5 AT 72 BE L CTodrd %,

(2) ThIE 2= a v 2O HBURD % TO CDT HllE ol B iksEt

CDT 0 | SOR#E, LB MEBUFREIO % L% & 72 B E O bR
RIS A 5 EU BHBIREY [7 hIEa—Yarviliddbibiw] &
DRRAGERLTELI LD D, HEELXETLHOE. ZZTO [T Ea—T 3
V] i T8 = (third state) ] IZFT2dDEIELTEY. 95 L7ATA~DH W
Z EU B EOBA O L LTHR LD, HLEFTEU L LToO CDT #il#ix TA
W - Bk ] DH3ENTdH 2 720, I EIOHEA] & R HEH;EL ) 5 & DBEMHMR
PRL7ZBDTH D Y,

)X - 37 YV AY (Yuliya Miadzvetskaya) 5O Hr b #F 2 X, Dlbo
EU O3 351E. EU-CDT 05 E M TO EU SR EMBREMO7 b Ea—a v %
B & HBURICHIKT %0 ek, WOKHEEIOMTL 7 FY ¥ a— 3 v oid L EEE
EORREEORIE OB EOHE O BREA 1T - 722 LI Z, ST b,
[ER ] 285N ET 2 PAIR, HRE L ORLEHOEKM LR THE T D, LoT
EU-CDT %55 ## Cld EU-CDT Offit b [ER] <855 [7 ) Ea—va ]
L OB, HHIUE - 247205 PA ORI £ To EU %43 & & BE <o

57 BARMIZIE, (1) 2017 4F 5 H® WannaCry 5 (AL#ifF) %502 (2) 4R 6 @ NotPetya %8 (2 7)
WA Ty (3) 2010 4EMRZ B U 72K T 7 # — [APTI0]) 12 & 2 MM ZHLF ¥ >~ _— >~ (Operation Clowd
Hopper) (FFED). (4) 2015 41234 L7z B A VMRS 2 S O G HF % (Bundestag Hack) (123 7),
ZLT (5 2018 FEDALF LR EEBEB] (OPCW) ~oilifiny ¥ v 7 RERE (B 7) Ot 5>0Fi%x
169 HHREOMEILRE S, Bendiek and Schulze, Attribution: A Major Challenge for EU, pp. 20-33.

58 Ibid, pp. 34-36; Stefan Soesanto, “After a Year of Silence, Are EU Cyber Sanctions Dead?” Lawfare, October
26, 2021, https://www.lawfareblog.com/after-year-silence-are-eu-cyber-sanctions-dead.

59 &% ZM, Council of the European Union, Council Decision Concerning Restrictive Measures Against
Cyber-attacks Threatening the Union or its Member States, 7299/19, May 14, 2019, p.5, https://data.consilium
.europa.eu/doc/document/ST-7299-2019-INIT/en/pdf.

79



LARBERIGIIZE %53 &% 25 (202343 1)

MERE - BB OBELST © A%, EU OB EB O L oS e LT il T & 722 %
20720, TER] TEB<HET [AY - FE] 2005 L35 CDT #llE oMl EE

Etid. TNEEST M= 3 2o CAMBEMoOBOAR L2 THIE ] L,

CDT HEDOHIEALE ER T 5720 DBBN A EE 2T RELZDDOTH 72 %

(3) HIEDYRKHEL, EU MK - KMEEOEAGE)) - BEOTHE

DiE oz B E 2 CTHIEL Sz EUIC X 5 CDT #l#kiZ. E - Hulspl o @i
ZHFTIEZ <L 2000 AERFEOEBE T O K 2 EDDDAI— M a v D
HEOHPIZ KB L-bDE %5, 20 TCDT #ll#Fid, MMbE (OBUFRE) ] (2
L7 P Ea—a VRO WIZH b O T, EE L AW - BE] ok
EOT M)Ea—varilo& EUHHRZIIBIIZ2ERX B TOEGEEZLELT 5,
[RGB & % 2 EU OflIFR L ¥ — & & AR EED FEAR R NHE D PRIE & @1k T D 2K
RS, KRB E OB L 2 25 ROAR T 5% & Fheli OBEDFED b7z
YA ZiE, BRONEREECHFT (ECY) DAl & 0 Hl#ds e B IuE o & 7%
% %,

fid <. @ CDT HE oM EE%FHZ. EU M EE o #0015 Bt A o & &
o &, HIEEHORMSEML 2D ) HuPBREINTE . 202 EU YR,
CDT #lI#EDOERNJE 2 EH OTEHRIPERR T 22 TH 53, HEfFeRine 2% [A
Yy - BR] OREOT M) ¥ a— a3 v, NEEBGFORET 2 MG R
EbxZ%ve L LEAMEE L, HIASXTOAGE T TOMEMRRE EC) ORlLFE
DEFETOMHRITOHER) A7 H 5. HIFEEH LB L BIEHROWL L% oKz
HTHhHTHD Y,

60 B Z1X 2019 SEOER T, EU MMEFE O 7 M) ¥ 2 — 3 g Ol g LM MTET (EEAS) @
EU 15865341+ > 4 — (EU INTCEN) % Hul& L7z EU SR OEHIE - 550 b2 WA Ic & Sigst
ORIUL, MBE ORI T BN 2 & o720 KEZM, Council of the European Union, Implementation of
the Framework for a Joint EU Diplomatic Response Malicious Cyber Activities: Attribution of Malicious Cyber
Activities: Discussion of a Revised Text, 6852/1/19 REV 1, March 18, 2019, https://www.statewatch.org/media
/documents/news/2019/mar/eu-council-cyber-6852-REV-1-19.pdf.

61 EU-CDT & CDT il ORI EEEHERTOT M Ea—Y g y 20 5 MBEMOBEIL, RESH, Yuliya
Miadzvetskaya, “Challenges of the Cyber Sanctions Regime under the Common Foreign and Security Policy
(CFSP),” in Security and Law: Legal and Ethical Aspects of Public Security, Cyber Security and Critical
Infrastructure Security, ed. Anton Vedder et al., vol. 4, KU Leuven Centre for IT & IP Law Series (Cambridge:
Intersentia, 2019), pp. 283-291; Yuliya Miadzvetskaya and Ramses A. Wessel, “The Externalisation of the
EU’s Cybersecurity Regime: The Cyber Diplomacy Toolbox,” European Papers, vol. 7, no. 1 (July 2021), pp.
434-437.

62 Miadzvetskaya and Wessel, “The Externalisation,” p. 435.

63 Ibid., pp.434-438.; Miadzvetskaya, “Challenges of the Cyber Sanctions Regime,” pp. 282-290.

64 Ibid., pp. 290-292.; Yuliya Miadzvetskaya, Cyber Sanctions: Towards a European Union Cyber Intelligence
Service? The College of Europe Policy Brief, no. 1.21 (Brugge, Belgium: The College of Europe, February
2021), pp.2—4.

80



N7 w77 M) a—Yaro [l & [Z84k)

ORI, 2020 SED 2 BEIZPES EU @ CDT #illZOEH O RE R, ZTDOHD
HHOERICEEL 52 AR THALLCE L RZITOoNG, TUATL—F - X
v 714 X7 (Annegret Bendiek) ©DHGHTICX % & HillEkSG e A B EER S 2 B
HOBHADFEZ, ToC/TTPs 72 EOEAMMFEMZ MR 720 4 7)) ¥ = v AR
FEPATHEB SR OB AL L 2 205, BUATORIEEH Tk, EU 4RHIEZ 0H
OB Z KM E B R KEORMEF 20 7 4 I L, 720 2hTh
%B. EUBFETOMBEDOEE—FKICESL T TOEU SFOBBREEOHFZIZ D
WALz EEND %,

2O Lot 23, BliTo CDT #llEoEHOMEAL L (X, EU MR EOK
BWRMOEDE L TEE - R EOERFIHE, EU MR - IN¥E L) R
BORBECLZEDENZ X9,

(4) [BUARLOWEIHAL] DRk L Lol R omiE

KFIEE OMED [RIFETHROBSEL] &34, EU o CDT Hl3Eof#u [E
HMVOFRIPAL] LI EFNVE L TR TE %, ~HTIXEU & [ AW - Bifk] %
BHET A= 7y a v oRiflziE L, EUHFETOEE R ECI D
AERADNESE ) 2 EIEOECHIE - Tz #IRT L2 LT, 7M)Ea—v g
Y& D BEU MMM EBOBIEN LOMEE W L Lz 20—k T, HIERERY
% ks 7 Pt OFERKHE L . BU 4R OHIEE OB oTesfix. #5912 CDT i
#EM U7 EU OBORHEOBROAHEZHIF L TE /2. Y Eo2 53 UX EU
DHEBNL, BORERORED, BIE - FhRoORGPSEHICELET TV v 7)
7 M) 2= a3 YORERIZIZD TWEHEZRTIDE VR b,

65 HAKINIZIZ, EU 2SHIBIRE DG & L2HRIE, BEITKRFEEEORFIRO AR %28 U TETILOH
R4 8T A RIS AR SN2 Oh FFREBUG 2 5 OO TR kI &, +T ¥
¥ OBEFHIRLR (MIVD) 25— 7 1liNT GRU % H O i % 5 U AL & IR L 7 (b S e 55 1L BB
(OPCW) ~DNy F ¥ FREBEFRIIRON L, wihd EUMBEDOA > 7)) ¥ = ¥ AHEB O ME OB
OFMEHIL LD, FEDNY - BEDOFHEANDOBG-DGE L A 72 HFFEE VR Do

66 HIHEONEEZ & O, ML rIEEICk % 2. Bendiek and Schulze, Attribution: A Major Challenge for
EU, pp. 5-6, pp. 20-36; Miadzvetskaya and Wessel, “The Externalisation,” pp. 436-437.

81



LARBERIGIIZE %53 &% 25 (202343 1)

Bbyic

REs D LB ZE D3 - 72k T4 & BU ORisEd. 2 OIS 5 HlEAA R E
KT 27 M) Ea— a3y ORERFEN R SGOEUEICL 2 2b 53 2010
R TREFROBR L] & [BUar Zowb] EERBL 9 28 7% % 55512
EHAN, PA OBROBERRPFEHD R 2N L TE2e ZOHBIFIEDOHRE R,
FEBHLRO PA D [ZHL] X, 20 (i) HEF—F 1z 2mz, (i)
Jiti 5K 3 FH 0> L BE % %9 9 2 BORBFEORE 12 b BlE ST & 72 & R % FiE
Z3ZHT 5,

FREoEL. 7 M) =Y g AR BENIIEORAMHISRITET 5. 7213 PA
ORRe% ., MWEZHHT 22 L THTEFOTBERL L 0T WA LA —L - T
Nz A 20&EEBRMICHC BT REDO G203 /REE SN TE . 4H
DEEOBHREMRAET T A7 P Ea—Yar20 5 E0#FMERT, T4b
H.PA O [ & [ L) BB LHE—L LT whbWE [T R)Ea—T 3
YIE | DT HIHAHEE SN T2 00| OfiljE DAL & FZEERIITIHR L 72 5025,
KEZDBRAED Y A N — L AERBETFE 0§ 5 F M EBR & 22 %6

RBRIGBROMIEHEL LTRO3 AR L TE T LN 5. H I PAD[ S
MAb) OBENZD CHHEmO— AL E HIFTICH 72 - T, B - BRI TO T b
JEa—3 a3y 205 BOEBRROMEICOWT, L 0BIESS 2P A0k
DOEND, AROFHNTEIRFEEEL EUNSROFHNE, 7T h)E2— 3>
(ZBEF B IR - AT O RE ) S i o0 A7 4 X0 1 2 3 H o> B i 1 o0 1T C g Al i 7 5 T
HH, TOMBORMIZ, F1H TN A =TT 2D L9 7% EU NG ER
TOPAIIKT LLRBOXEBRLE LT Do 29 LIZFHTH ARAERHLE [£
BAL] OERAZ YT 5 70%. ERIOFM = FOI7E 2 U7 MGk 2 L2 L 55,

212, FAN—BIBUS O, ETHEORFEDSHEE RO PA ICH T 2EKE
DILBIMIED LT TH 5o 2016 SELBEORCKFEENL, V=Y ¥V - X747 L TOE
Bd DB TR, (RN WIZEM TOMAGE) (espionage) R IEATK T/EIEH)
(covert action) 2R L Td. EIREEOMBMBE G- 25 E L CHRBET AR Z G
X TERY, 29 L2FBITH, 727 7 —BOHBRIEOW Frb & #t e S Hiio 3t

67 ZOEIEHI 21X % B M, Rory Cormac, How To Stage A Coup : And Ten Other Lessons from the World
of Secret Statecraft (London: Atlantic Books, 2022), pp. 275-295; Justin Sherman, “Changing the Kremlin’s
Election Interference Calculus,” The Washington Quarterly, vol. 45, no. 1 (January 2, 2022), pp. 118-121.

82



N7 w77 M) a—Yaro [l & [Z84k)

A ARROBES o, ENEICHEDLAL V7)) Y v AR R AT R 0 FEALIX
EREI R FE TR DO TSGR G- 2 2B T AR MNZz7 P Ea—Ta
Y OBORBBROM NS A ZREBNT 5. T, 29 LB L o lEFZE .
KA L7z PA © [H0H & [Z81L] OERDBS A N—ZEDOT M) Ea—T 3
YIHEAEDDDONEDNERI LN TOEEL D,

5 3 AT ZE D GRS L L 72 PA OEBEO[FR IOMFETH %o FEDELF 2
V7 A EMRICKBHET 7 5 —OBIFFRAIE, KIZ ToC R TTPs DO## 2 fillit & L
72 SR R BORM IG5 € O— W 2 Wi E 2 R L7256 T ok 2 &R
TESTBNIFRE R ON VIR, PA ORI RPLESX ¥ 0 X— O HW R EH1H O
PR EIC k) B iR R L T & 22 7

ZOREWKRT, Bl ZIKFREE - FBI 2V&HHICHE < PA 2l & L7-05% - 2 X Ml
TEwIHE L, HESNAMEEBTCELLENPISHETCHHTIER V., 20
MICEANE, WEX v o R=V OB T — % D5 X 264~ DBEZ DR D 7
077417 " R, PADHBETORIRT 7 ¥ —DITBER % 5 FHHIF7E 0L
. B O I WA, PA ORI EVERBET OMGE L W) PR O IZ S &
LN 3 R

(Bt 7T

68 BIZIEY = v V- AT 4T LORBEIMEITET P Ea—va y 25 S8 IE, k2B, James
Pamment and Victoria Smith, Attributing Information Influence Operations: Identifying Those Responsible
for Malicious Behaviour Online (Riga, Latvia: NATO Strategic Communications Centre of Excellence, 2022),
pp-11-24, https://stratcomcoe.org/pdfjs/?file=/publications/download/Nato-Attributing-Information-Influence-
Operations-DIGITAL-v4.pdf?zoom=page-fit.

69 BIZILEHEDTA P TBAFIE, 03704y 7)YV x v ARBOFRIGE 2, HFRN 280 CRET
B S A B R LT & 725, (] 1 o 5 ) BE O <0 ) i T8 0 e 2 ] 3 M B SR A2 5 R 72 B d ke S
Michael Jonsson and Jakob Gustafsson, Espionage by Europeans 2010-2021: A Preliminary Review of Court
Cases, FOI-R-5312-SE, (Stockholm: Swedish Defence Research Agency[FOI], May 2022), pp. 1718, 56-57,
p. 62, https://www.foi.se/rest-api/report/FOI-R--5312--SE; Ivo Juurvee and Lavly Perling, Russia’s Espionage
in Estonia: A Quantitative Analysis of Convictions, Analysis (Tallinn: International Centre for Defence and
Security, November 2019), pp.1-2, p.8, https://icds.ee/wp-content/uploads/2019/11/ICDS_Analysis Russias
_Espionage in Estonia Juurvee Perling November 2019.pdf.

70 Bz XK %E 2, Matthew Armelli et al., Named but Hardly Shamed: The Impact of Information Disclosures
on APT Operations, SIPA Capstone Project 2020 (Washington, DC: Columbia University’s School
of International and Public Affairs[SIPA], Spring 2020), p. iii, pp. 92-97, https://www.sipa.columbia.
edu/sites/default/files/migrated/downloads/SCB%2520Capstone%2520Final%2520Report%2520
-%252013May2020%2520%25281%2529.pdf.

T BRZEOTOT 74 Y 7IHED L WREFRHEOWHIIG Ul — A - N - 7 — AT PA DA
D CHEMOEFIIONWTIE, FICRESBI, EARBA T 27747 - A N— - T4 72 2 Fhf
W—YEETUT 74 YT ORERICOWT] —HALFEA JPCERT a—7 4 A —¥ 3yt vy — (2023 4
1 ) 22 H. 28-30 H. https:/jsac.jpcert.or.jp/archive/2023/pdf/ISAC2023 2 2 sasaki_jp.pdf.

(RL] RO D), EFHADOKLETI PO BRELBIED TRFEL TIHELHG 2. AR, HES
32021 47 5 2022 AEIZPT TEM L 720 O DI ER TOIRERSIH DT5 4 & O 5 bR % TH»
TWwdo BN BAMEETHZ I3 LR LA 2 2R LRSI L L7z,

83



