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A - FEEYR EEFETRMLTE 7 [/ 7+ 7 — FME# (Hunt Forward Operations :
HFO) | &IN5 AR B9 2 BT 2 MR A2 04T L 720 491S8 3% 7 S o HFO
Dt [F—5 1 TR [EE] O3 20WUEA»LHAKC 2 LT, BE 7 ERORERH
i COY MADFEREDOHH, USCYBERCOM (2 X ) M ADONIERGwEL, TNOBHT
BkkA BT - BRI G EOEZ HIEL2HDOTH %,

BARMIZIE, % 1 #iTld, USCYBERCOM 2 HFO ICE R T AL E DT - JLF/D 2 DOD
BRTHEL, F2E T, FHIRROBMEITEH Lo2, MK 7 EMO HFOIZE2b %
e BN - B [7—% | 2B L7z, H3HTIE OO, S RERICES
I COMBEH 7z THER] CRICS B Z AT 2018 LD S 4 HIZE S 7 EMIZ b5
T, WA DBMHEDERMEZB A THFO #—H L2EEZZT CELURL, TOMBIIH S
USCYBERCOM & \» ) BFHLEE D WAL a B O B 2 34 720

4TI HFO &) fERBEROMRBICHAET 2T A N—L X2 ) 710 [EF] TH
% [#WN> T4 7 (threat-hunting : TH) | (ZBI$ 2 BATHSER EBH 72D OHIR 2 M
&0, FFICHFO D X9 % THEEIEFEFXD TH] ICEFob2EE LoBEE G L7z, £
O LT FRCERN - KPS CIORE R E O HFO ISMA Ty A% - 7 PET EHORY
MAdbEL THICH T 2BANR I OREAPEAZZBRICERIL, 2OBEREIH L7, Z
Z Tld, NATO O REMIBOMBER Y 7 4 F 2l & Lz AREM o) - B
MR, NATO %48 & L 723N O RAF O % [ B it 1 o il EER R D 1 BN 5E % & T o
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T (5) WAOBORBRBIERN L LTORKIM - KPEH:HE T O NATO % HEH & L72% FRH O
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FEIB A S OB B & L CRBINCFE S T E 2R HAD 1 D25 KEH A /N —H (United
States Cyber Command : USCYBERCOM) 124k % /"> b7+ 7 — FE# (Hunt Forward
Operations : HFO) | T® %,

Z 2TV HFO &id, I ANEMOFZICHES &, USCYBERCOM % H O Bl jkiE %
o TITb A, 2T ANEZERN & T 25 A N—HEOHFRIE - 525Ny bT—
I it EO—EOWEE 5 5 5 FEEERET (ZOERIIE 1HLER), flzidvy s I
A F kG I2PE 9 HFO Tl &HAERHTO 2021 4F 12 HGEA 53 2022 45 2 ARoWE Ty
I 4 FENOBHAJRE SN 40 BT VWERYY 7 54 FEFER L b##EL, v 7
DA N—HENSDT 754 FENICBITL%2y b T =20 EICHzo72 %

Z O HFO 04 ME, BIFFETOY 7 54 FITHT 2 A N —tF 2 7 1 5O
SO E LT, BETREENNOBESHEMROmE 2 ETHHICT S, LAL, BEFD
Wil - B D% I, 20220 7 T4 FRFHIRTOIRBFB O ZHE LT HFO OFF
W OBF % RA B EAFR . 9 L7277 u—F13, HFO &\ ) kR O 4R 1 72 BLF
DLETREOIOREEIZ Do PIZIZHFO X, 77 54 FHIRICWE SN MK Tld e <.
2021 SEIZZENMIRE 5 72b D TH v, RICFHRT 28D, /EKEE E L ToO HFO ORI
HEJRIL 2018 4F F THM B IID, HIEDO Y 7 T4 FADOIREFH D 2021 4 12 A DIREH O
FHITELR V. BEOEBIRICD25T 7 T4 F~OJREBI S &, 2018 £ 5 2025 4F 4
HE ToMEFETO HFO DiREFERK T, AR 30 »2ETHREF S M2 5, ZhbHi#k7
A ] DR 8 FERE R ARAE O T T OZALICE § 5 HEEEW 7 — & LRI RE b B £ 2. HFO

1 9254 FOFAN=PiIx T 2 HROMA 2 2% — ATOEBRSARICH L TIE, DTESH,
Nick Beecroft, “Evaluating the International Support to Ukrainian Cyber Defense,” Carnegie Endowment for International
Peace, November 3, 2022, https://carnegicendowment.org/research/2022/11/evaluating-the-international-support-to
-ukrainian-cyber-defense?lang=en.

2 Gordon Corera, “Inside a US Military Cyber Team’s Defence of Ukraine,” BBC News, October 30, 2022, https://www.bbc.
com/news/uk-63328398.
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hunting : TH) | %8 &E L7z, BEDOHF A N—LF 2 7 1 OEB~OHFEPLELE 2 5,
L2 L. £ < oEBEEG - EEEOHEME O TIiE, USCYBERCOM D #HGETEF 2 & D A
AHH SN, TH OEMBAMAIR S B F 2 72, HFO O Gl - MEk L N V) 1281 5
BEITEAONT I ed oz, i, WEEL NVICEEZED B4 TH. B 21E HFO 25,
2018 4ELAFEIZ USCYBERCOM 23R L 72 [A O @EHERIGIZ & > T R 2 ERZH T 5%
EVo72BEOGHBZ L v, Sz UL, 4HFE THFO X, Ehov s34 F0kH%
BHERIREFFOADREEICHA ZE£OTE/2ITHE T, Bl - 7Bk L XU TH LRI L X
NVThi, #E 7 EMOBFRECORY MADF L TEERRLEEORRIILEZ R A X
9 & L7 BATIRIZEINAL & & o THRIRIZE L v,

D2 E 2 72RO Hiid, HFO %9 <2 M5EN - KRR FEIEST 2B L7z, 20l
BREBOMPIIH 5. ARTIE, [T—5 1 [BEL [FEH] L) 3 208z 5 oH
Wit e LCE &, @E 7 FEM ORI BT 5 D) A DI RO USCYBERCOM (2 X
BH) MAONE L, ENO2ET Dk A BN - BURN G R OILEEZ B8,

AR, AFRIEROMBR A IS, 6 1HTId. B2 HiLIEORHE LT, ek - L5
D 2ODEFERFD HFO OMER, T ORKRKWERZME T 5, H28E, [T—5%] ol
HUSHIG Ly 2018 4E20 5 2025 4F 10 B (AFaBifaRe ) £ TICAF W RE 2 2 Ak 2 A B TE IR
Mo, #WE 7 FERTOKIED HFO OFERE L IO WTORRNLEN - BT — 7 0%
190 #H3HIE [EL] oA TH Y. USCYBERCOM HWEET HFO & \» ) PRk AR Aot 2E
L7z 2018 4ERI A % #2IC. FDHE D HFO OSIE D 51 2 B U 72 2415 o JiE 1 i SOk %
SHETIAPTRLZALHERLYHELLOMS L LMEWIT, H4HIE [EE] ofliT
HY, T TIETHFO OW#EIZH 5 TH ICHT 2 AR 2 & >>, FFZHFO O L) % [H
BIEM o TH] 20 2 EH LOREEZ BT 5, €0 LT FRICERM - K6 #IE T,
HFO % & 7: [ERIEF R0 TH] %2 28N O EALPEAZERNE E5RT 5,
BSHITIE, HI3H - FH4MOMEEE 2T, HEF 2 HiCBAL 83 7 £ HFO ©
T — 5 OREW RN EZ KA D 2 & T, KEEROGHHBET S 5 DORBE ISR R T
RT e TLT MM - KPR E 4 ¥ FRAPFHERIBOBOBRE DB E 22D, KifRoOf
T HBORN - & E L O IR ROMIZEREICE L L TR E L7,

3 BABRWHHLELT, DTE2M, 72720, FiXd 3722 i o5k HFO OEEE EOM#ESIT TH ). ARz
LDOFRERIED F kG & 135 7% %o Jeff Kosseff, “The International Legal Framework for Hunt Forward and the Case for
Collective Countermeasures,” in CyCon 2024: Over the Horizon—16th International Conference on Cyber Conflicc (CCDCOE
Publications, 2024), 221-234.
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% [BigH A N —Z2[H{E#R (defensive cyberspace operations : DCO) ] {248 S 1L 2 ALY #
A TdH Y, USCYBERCOM D EH, < ¥ FTh B ERKY A N —1EFEBFK (Cyber National
Mission Force : CNMF) # &A1 T 2B E M BERELIET . 20 L TRERPA %
USCYBERCOM DA B #td X B O EATHI 782 B £ 2 5 & HFO &\ ) EEA T B
2 EE (GENHMYMADOHR) 121X [Pk & [IRFE] O 2 DOMBIFIET S

[$2%» HFOJ &%, Lt [JP3-12) @ DCO®IZ#%4§ %, CNMF 25043 2 e 0115
CREEZIRTEAAFTH 5. BAEMIIIMBE OB A 5 O %5 - FIE T TH4EE (LI
ZUFANE]) SHBICIRGE SNAEED, 2T ANEDRE - MELFEDLY YT—2 | ¥
AT ARO[ DLZENTE BT A N—ZBCROEMER — IS, BRA I X 5 REDRH
(Indicator of Compromise : [oC) & B EETFE (Tactics, Techniques, Procedures : TTPs) — (2[4
T BNEHIE - DT ZAT ) LR, COMHIUE - O OMETHE S NS ZBRMEL, 2
FANENZ L2 4 v 7 — 2 B oLz 523 2 — @O ) Az 7,

CORFED HFO DL O — DO E R IE, EFEOFAN—tF 2 7 1 ERTE [HENY
74 ¥ 7 (threat-hunting : TH) | EIFIEN 2 EHITHIET 5. TH &3, —#K&WIZ TREFO
¥ ) TR RS B R E B A - T 5720, BB - FRIICEA Y P —
IHERKRT L2702 LEREN AL GEFEOF A N—LF 1) 71 FHRTRH A 35—
BWA 7)Y xR (cyber threat intelligence : CTD ] > & LTHIOGNDZEHEOTHLAD L

4  DCO O#&% 5 NI CNMF of&Elid, [JP 3-12] oL T#4E T2 S . Joint Chiefs of Staff, joint Publication 3-12,
Cyberspace Operations (Washington, DC: Joint Chiefs of Staff, 2018), I-8-1-10, I-3-II-7.

5 B, ARPE R 202549 H 5 HIKE O [EEi4 (Department of Defense : DoD) ] (& [#%+% (Department of
War : DoW) | ~NeHMEEDTbN e 72720, ARIBRR R TIRIEN 2 AL TISBLE R ERE TORE 7D
TBELY, FLUMEEOMME 25 KEHFTD, HLET [WFH] LoXMid TEE] o [HFR] & LT
FHNTWD, TOZEDH, AL - WIEIZBT 2L BIKEEEE THR—3 %,

6 DCO @D 2¥MDH L TR A /¥ — 22 ERNERBT 45 (DCO-internal defensive measures: DCO-IDM) | 128725,
Paul Schuh, “Expeditionary Cyberspace Operations,” 7he Cyber Defense Review 8, no. 1 (April 7, 2023): 37.

7 U.S. Cyber Command, “Cyber 101: Hunt Forward Operations,” 960th Cyberspace Wing, November 15, 2022, https://
www.960cyber.afrc.af. mil/News/Article-Display/Article/3219164/cyber-101-hunt-forward-operations/; Kosseff, “International
Legal Framework,” 221-234.

8  ANIWAA TFA ¥ 7)Y v ZA0HFE] (Bliatamtt, 2022 42) 110-111 Ho

9 LFABOLC/TIPs Db, COCTIICETNS, RMTOCTIOEBL ZOREBENFEEBFIZ. FFICUTE2S
o A A TBEA > 7 T x v AOMAEER - BHRIBE—RMEEY ¥ —12B80 523 27 20ttt
75 —OB5IZOWT] INIDS 2 X v —] 31675 (202445 H 14 H) hetps://www.nids.mod.go.jp/publication/
commentary/commentary316.htmlo
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IZZF DR & BEAW G RMRICH S, SV Z EHFED HFO O [/v> + (hunt)
ik, o[B8 IhyT4 7)) ORISR L, 2 ANREDRE - FE L 72HRO % v
FNT—=2 | VAT AZBRESh, KEEZIFANEERIC L 2 [HEEEER T o TH] 2 &
Ry 2 %

DiEo [$k3%o HFO] 2K LT, [JE#® HFO| &1x. USCYBERCOM 7% Lk D k3% D
HFO TIUE - W W k% 1oC/TTPs R BBED R T & v o 72 CTI 2. KEHNOBEBRET
RIEM#GEZ S IC2r ANEDAORE - MEEEEICH LT AT LT [ZIFAR
ELA ] IZBWCT CTIOEZB LR D HE=H0DFy T — 7 POtz X5 —HEDID
A (DUT : [BREHGEE - & v M7 — 2 ifiisdnifk)) 280 RBETH %,

USCYBERCOM #°B5-3° % [#WIEHGES - & v b7 — 7 i zk ] (2id, Bl 2 KE
+ % 4R B4 (Department of Homeland Security : DHS) % oK [&] 38 F§ ## £ J&) (Federal
Bureau of Investigation : FBI) %3 U & § % END I A /N —BURELELRE T ITH T % ToC/
TTPs L\ o7z CTIOAG " R, [7 ¥ 5 —7 K34 A X ¥} (Under Advisement: UNAD) | "
ENHEN S G %l U2 REHRL & o CTI o PUE - 5341 1B 2 KT T To)), BiZid [(&
M) A4 /8N—tF21) 747 FNA 5 — ([joint] Cybersecurity Advisory:CSA) ] ° OXHT

FMEN L, EERECEO—RAL Y TTEHILICH725 (EELRY ML, ARE 3 i
W0k 2 228M),

29 L7z TBBIEHER - & v M7 — 7 BifgSaER] 3 WO MADEE L35 CTI 2 &
LRAEDA 7)Yz v AH TH/HFO DA S Sk L 9 2 R TR IS AL L2 T

10 ZORUCBI$ %5 USCYBERCOM O AXOF I, #213%k%E S . US. Cyber Command, “Cyber 101: Hunt Forward”;
“Cyber National Mission Force Public Affairs, U.S. Cyber Command, “ ‘Committed Partners in Cyberspace’: Following
Cyberattack, US Conducts First Defensive Hunt Operation in Albania,” March 23, 2023, https://www.cybercom.mil/Media/
News/Article/3337717/committed-partners-in-cyberspace-following-cyberattack-us-conducts-first-defens/.

11  U.S. Cyber Command, “Cyber 101: Hunt Forward.”

12 Cyber National Mission Force Public Affairs, U.S. Cyber Command, “CYBERCOM’s Under Advisement’ to Increase
Private Sector Partnerships, Industry Data-Sharing in 2023,” June 29, 2023, hteps://www.cybercom.mil/Media/News/
Article/3444464/cybercoms-under-advisement-to-increase-private-sector-partnerships-industry-dat/; Martin Matishak,
“Cyber Command to Expand ‘Canary in the Coal Mine’ Unit Working with Private Sector,” The Record, June 28, 2023,
https://therecord.media/cyber-command-under-advisement-team-cyberthreat-collaboration; Martin Matishak, “As Cyber
Command Evolves, Its Novel Malware Alert System Fades Away,” The Record, July 8, 2024, https://therecord.media/
cyber-command-virustotal-twitter-malware-alerts-cnmf.

13 USCYBERCOM/CNMF & CSA ~ D # %% D —#i13, LT % 2 . Cyber National Mission Force Public Affairs, U.S. Cyber
Command, “US, Allies Highlight Russian-State Cyber Actor ‘Star Blizzard” Spear-Phishing Campaigns,” December 7, 2023, hteps://
www.cybercom.mil/Media/News/Article/3610373/us-allies-highlight-russian-state-cyber-actor-star-blizzard-spear-phishing-camp/.

14 CSAD L) LEFHEFEEOEEEELHEDAROBERKIZOVTIL, LT %2 M, Derek B. Johnson, “Joint Alerts
Are the Flip Side of Persistent Engagement Strategy, Says NSA Cyber Chief,” SC Media, September 29, 2021, https://www.
scmagazine.com/analysis/threat-intelligence/joint-alerts-are-the-flip-side-of-persistent-engagement-strategy-says-nsa-cyber-chief;
“2021 NSA Cybersecurity Year in Review” (National Security Agency, February 3, 2022), 10, https://media.defense.gov/2022/
Feb/03/2002932462/-1/-1/0/2021_NSA_Cybersecurity_Year_in_Review_20220203.PDF; Olivia Gazis, “NSA Cybersecurity
Directorate’s Anne Neuberger on Protecting the Elections,” CBS News, August 19, 2020, https://www.cbsnews.com/news/
nsa-cybersecurity-directorates-anne-neuberger-on-protecting-the-elections/; #i)7 438 [/37 ) v 77 M) ¥a—Ya v o [4
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%o L& L. itk USCYBERCOM 738k3% D HFO O FEfHx AEK T 2 H4121d. HFO & —if
DOREEAA PR L 2ROl RE AL L2 ELMALCE2 20, Zhbid4H
? HFO OFRE % VARICIR Z 2 IIEATRO—FHTH D, AT [BRIGFHRESE - £ v b
7 — 2 Btk ] &0 TRFED HFO & LTI

(2) ME— XRHIREBKET S [HFO] #BLZDEIE

P ko z s, [$3&] o HFO i3, CNMF OJRiEEH &L 2P ANEMOEE O
HWHIZBIT 5 TH OEBICENEZED, EICWMOMAONY) 2—F -2 [ L] 124 H
U728l - ME L NV OB &L %o RIS LT [JA5&] @ HFO 823, Lidok®Eo
HEO O@\AETINE - P LI BA VT ) V2 v AZERE L [HREHEE - 2 v T —
ZHifXIER] #EELTBY,. L) RVRMEMLIL#Z CTI 0% E L OBHRTOIY H
ABONY) 2 —Fx—rO [Tl FTEEDLMRE - WIELXVOMEE %5,

HFO &, % - E#OVWThoREL, CTI 2 EHE LAZRBHIIHET 24 V7)) Vv
AL - T OBRR €Ol E TIIZ, BN Ok 4 2 AW - RESEOL Y b7 —2
MitdiZ X3 5THTH 5. HE3MTHEMNLEY ., 29 L7254 HD HFO ORREDOARHE L.
w2 ix, (USCYBERCOM @) [A 57 1) V= v A2 M L7z, Bl %2 (homeland
security) & LCOHAN—tF 27438 (LT (4 070 Yx v AERB# CS %% )
EDENTE D, TOEMMIE, —FYIIITHEA RO [l 20 e HEO L v b7 —
INORIERET 72 A%l U AR ORREOBIE - 1iE 2 EORR T BITT THERH A 3 —
(Z2[#]) ¥ (offensive cyberspace operation : OCO) | 7 LITEMICER R %, HAFHICHRT S
EFI] V) HBEEZ KL S LR LREINRT VD OO, FEARMIZ HFO IXFE
V23D IHBYHELPH O B CA/EH N R OB T, B A N—1ERO#HIEIZH 5.

AfTid, LiF LI USCYBERCOM @ HFO IZB 3 2 HuE R £ 2 & C. k3o HFO &,
ZOWRFEE T E L7z [BBIEHERE - 2y VT =2 BifEsdgik] 23923y r— I T3 s
15 # 2 &L F % 2 W, Cyber National Mission Force Public Affairs, U.S. Cyber Command, “‘Before the Invasion: Hunt

Forward Operations in Ukraine,” Cyber Vault Library, National Security Archive, November 28, 2022, https://nsarchive.
gwu.edu/sites/default/files/documents/rmsj3h-751x3/2022-11-28-CNMF-Before-the-Invasion-Hunt-Forward-Operations-in-
Ukraine.pdf; “Posture Statement of General Paul M. Nakasone, Commander, United States Cyber Command, Before the 118th
Congress Senate Committee on Armed Services, March 7, 2023” (The Senate Committee on Armed Services, March 7, 2023),
3—4, hteps://www.armed-services.senate.gov/imo/media/doc/ CDRUSCYBERCOM%20SASC%20Posture%20Statement%20
FINAL%20.pdf.

16 ZOXIREZHITOVTUL, BTOXEKE S, Ciaran Martin, “The Development of the United Kingdom’s Cyber Posture,”
in Deter, Disrupt, or Deceive: Assessing Cyber Conflict as an Intelligence Contest, ed. Robert Chesney and Max Smeets (Georgetown
University Press, 2023), 201-202, 211; Chris Cubbage, “A Threat to Us Is a Threat to You: US Hunt Forward Operations
Embedded to Homeland Security,” Australian Cyber Security Magazine, April 25, 2023, https://australiancybersecuritymagazine.
com.au/a-threat-to-us-is-a-threat-to-you-us-hunt-forward-operations-embedded-to-homeland-security/.

17 [JP3-12]) B WICi#EE L TO OCO OEEIL, ENZEFNR%E S, Joint Chiefs of Staff, /P 3-12, -3, I-5;#fi7 & [R

FEERERO [FAN=H) 12X BB A N —VEREE QM & BH—KFEL 4 7 Y FHICBY 2 [CEOKE] ©
WIRICH H U7 R BINTE | [ RBkmsiise) o 4 %55 25 (2024 4E 3 1) 181-185 Ho

*
&
#
1
N
|
F
(1))
N
v
b
7
*
|7
Io
K
143
hc




SISATYNY 2 HO¥V3s3y SAIN !

Bl (L3 HFO) 28k, K& - L]0 2 B O HFO 0% @ U, #Z% 7 4O HFO
DFEE D 2 R HH LT <o ZOHIHRD BT, UTARLTIE, FEROB ) O%n
£13 THFO| &id [$k3& o HFOJ (FA %L LTo HFO) #4853, ZHIEFZIEROE 2
fli <% 9. USCYBERCOM #* 2 Bl L T & 72 HFO @ ik & I# % - & i& |l & 7% &\
USCYBERCOM %% # 3 % HFO B st i HiiL, K0 HFO & HHEIEH I TV
"HTHb,

H 742088 — FBARBHRES SWBBE 7FRHIC
T B RO

(1) HFO BETF—2DERERRICHEITIEER

AREITIX, 20254 10 AR TICAT R ZME KR ARG HRIED? S, 2018 2545
HIZE2 £ TO#ZEH 7 T HFO OFERUIHT 2 KD 7 — & OHEHEN) 20 B3 & i
2i790 22T, FTRZOHIH L 25 HWIEOME - HHE, 7— 7 ORIZB T 54k
7 S E I B L 72,

FIARMOHMIE, A LT = HlE 7 EMO (PkaEo) HFO OFREOHH 25 Z

LB Do TR ER - IRERBOMM, R OIMICET 55 k. HFO O521F AN
ANFEOWB A % E VBN T — 725 b LY FOTHALDTRE R b OIZEMAIZHAA 5o
Fio. KA DFEHRORNKFEOICORBR - FRWIM, FEHRHE - BIRPEBIIEE 2 & o Itk
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46 “Defense Budget Overview: United States Department of Defense Fiscal Year 2021 Budget Request,” Revised May 13, 2020
(United States Department of Defense, February 2020), 4-14, https://comptroller.war.gov/Portals/45/Documents/defbudget/
£y2021/fy2021_Budget_Request_Overview_Book.pdf.

47 Brad D. Williams, “DoD Budget Requests Funding For Key Defensive Cyber Measures,” Breaking Defense, June 1, 2021,
hteps://breakingdefense.com/2021/06/dod-budget-requests-funding-for-key-defensive-cyber-measures/.
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TH%B. CNMF (2 & 55360 HFO B P HOZREIL 2,670 71 FVTH Y, 2021 FDIER
FH 1,200 5 FVOf 2 f512H 725 %, F 722023 4 3 AUBRICAR S TWw b USCYBERCOM
MEOFPEEREGFE TIE, B 213 2024 SEFEMT OVER - AR5FBEME R 0BRGN Ty
F7+7—F (12&%) Fkis# (Hunt Forward Persistent Engagement) | % 2B HAH 1 |
D HFO (2 [£4F 22 [ COMEBLIE] 2179 HIW T, 2024 4B T 1,510 5 RV
MUOFEPHMB L ERLT0D Y —HOBBEEREH, B L7z 2020 FEACLLFE O
» HFO D&Mk oBin & #iid —127 %,

%5 21213, 2023 4E LI USCYBERCOM O FHZRKEH TO HFO O PRI Lo 7T
)R OEE TH S, 4 HAFWHER 3 DEGOZERERZ T LY, ko HFO B

HEFHOW DL b 0L, FISTHZERROFREIERERHND [7— 5 BLOt v — (Data
and Sensors) | (£721Z [ ¥ —]) OIHHTH 5, Z ZITIIFFITHFED HFO ICHET SV 7 b+
N—= KT 27 R EOBMBEOIEREI G TN, FFMEERM L BH LZ2HBE LT [N b
7+ 7 — FYE# (Hunt Forward Operations) | & DX E LT 2 15, IREICH S % 3k
BO—EHMAATN LD H D

REICHRIE L 72w ol $k36o HFO BE PR O IEM 2 EZGBRORES TH 5, Bz 1L
R OFLERRE R OFE HIZ CNMF O30 HFO O A% 53, FHEMUOMEE T2
DHEIIHEA G % 45 5 FEAEFIRERGTM  (Service Components) DHED GRT LA, ThHD
FHRES OWNRDH S 27 D1 2023 4F (2024 4FEEER) OA L %2y Zop, #k 3 4E
FEBE D USCYBERCOM (HEAERIHELERM & Er) T HFO 2 &4 TH B PR OBHIERD
7 IR T X A% CNMF 12 & 28380 HFO BT ORK - IR FHEBBIC L L 72
EDJEA O HER R O ZALOIERIZHEE L 72 5 T 5,

—
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48 Brad D. Williams, “CYBERCOM Seeks ‘Hunt Forward’ Funding Boost,” Breaking Defense, June 16, 2021, https://
breakingdefense.com/2021/06/cybercom-seeks-hunt-forward-funding-boost/.

49  United States Cyber Command, “United States Cyber Command Operation and Maintenance, Defense-Wide Fiscal Year (FY)
2024 Budget Estimates” (Office of the Under Secretary of Defense (Comptroller), March 2023), 35, https://comptroller.war.
gov/Portals/45/Documents/defbudget/fy2024/budget_justification/pdfs/01_Operation_and_Maintenance/O_M_VOL_1_
PART_1/CYBERCOM_OP-5.pdf.

50 United States Cyber Command, “Department of Defense Fiscal Year (FY) 2026 Budget Estimates: United States Cyber
Command, Defense-Wide Justification Book Volume 1 of 2 Procurement, Defense-Wide” (Office of the Under Secretary
of Defense (Comptroller), 2025/6), 1-2, https://comptroller.war.gov/Portals/45/Documents/defbudget/FY2026/budget_
justification/pdfs/02_Procurement/PROC_CYBERCOM_PB_2026.pdf.

51 United States Cyber Command, “Department of Defense Fiscal Year (FY) 2024 Budget Estimates: United States Cyber
Command, Defense-Wide Justification Book Volume 1 of 2 Procurement, Defense-Wide” (Office of the Under Secretary of
Defense (Comptroller), 2023/3), 3, https://comptroller.war.gov/Portals/45/Documents/defbudget/fy2024/budget_justification/
pdfs/02_Procurement/PROC_CYBERCOM_PB_2024.pdf.

52 20254 Q6 AFEER) BHO [F—BLUtr¥—] OHHOME 3 »FESFOERBMOME LMD &\ 2024
D 5,354 73 BV 5 2025 FFEEIFH 6,979 5 FIVOMFEN A S, 2026 FEEH 9 6,254 J7 PV ZEF LTV %o United
States Cyber Command, “2026 Budget Estimates,” 2.



20204E12 BB T A =7 TOHFOIZE$AUSCYBERCOM - USEUCOM - TA =7 HFEH A /N—a< > F
DML TOHEFR R (H{EHML : USCYBERCOM)

@igiEmH LB - REESH
KIZHRI2 D75, $kED HFO O ) il 2. 2 ANE~OIRELEHE - IRiE
WM TH %, %3O HFO 1¥. USCYBERCOM % #IK 3 % 7 Tl 4 - st A LB O
I b, BFEL ED S OXREORfHE OB S OVERZEIT 2 ) CNMF Ok FIZE 75
BRI & ) FITEN5 P, 72721 CNMF %572 USCYBERCOM DAL % 32 % % HEREH
D133 F— 105 7 B FEMWEBRK (Cyber Mission Forces : CMF) &, W3 i b AR (2 FH AR
WEBGRM OB IME R X o THY 2™ 2 ® USCYBERCOM/CNMF O HE & 212 M 4
» HFO O#HGEFEFR % &CL 5 HREICIIZEE R 7, F 72RO 3E - R ER ™ L vo
727eH T RS LR 2 HMOER PGS IVEL LT 5o 2 L TOREBUFTA
e oFEERTIE. SHETHAMIZL2S 2T RV 7% < & b KRERKIMNE (United
States European Command : USEUCOM) & #4 T 0 HFO OfFuEF#EZ AR Y . =
53 U.S. Cyber Command, “Cyber 101: Hunt Forward.”
54 XV EHEIIE HFO &, & %AliA 5 4t &b USCYBERCOM DMK (CMF) OEERIO % 7 1) TH A /3 — Pl
#8% (Cyber Protection Team:CPT) & #RE N2 ERD 5 H 4712 CNMF DFHRHEHI TI12H 5 CPT HEIZX D Bf7 &N 5,
29 L7 EAERIHEBGEM & o BIfRMEIZ 3D < USCYBERCOM D EMERBR DMt R Z D i (force generation) @
AUEICBI L CTiE, AT &2, Erica Lonergan and Mark Montgomery, “United States Cyber Force: A Defense Imperative,”
Monograph (The Foundation for Defense of Democracies, March 25, 2024), 9-24, https://www.fdd.org/wp-content/
uploads/2024/03/fdd-report-united-states-cyber-force.pdf; Robert Switzer and Catherine A. Theohary, “Defense Primer: U.S.
Cyber Command (USCYBERCOM),” In Focus (Congressional Research Service (CRS)., June 25, 2025), 1, hteps://www.
congress.gov/crs-product/IF13042.

55 DoD News, Defense Media Activity, “U.S., Montenegro Conduct.”
56 U.S. Cyber Command, “Before the Invasion.”
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JANEOFFERISE 2 LT 2 KE D GCC b EELREEHEZR-TLEALNS 7,

KIZHRFED HFO TOZF ANENIH T 2 IkEMH - JRIEEHEBZ KT Ezv, $3RiE
WEE, Z1oBEOFEFEEZ R THCHRY, EETIE 1 BOIRERGY» SEBRTICE 25
EET FHLT [ B3 »H)] BEERSL, S LT, SFATOREEE
¥t USCYBERCOM ZSAKICH LI 2 2 L3R, 72721 2021 4 12 A5 2022
FE2ARDY 7 T4 F~OEBIREIZH LRKOK 40 412 S AZZH, ENDEHIIREER
D10 HRBEIZ 572 L DB RN H S THITMZ TU TR T<R2 HFO TOEHH»E S
LEMMOBRTIE, TOEPERE L 1 F—23REIZBREOEHTHEESNG, &
NOOERER T 2, JFHN 1 BoOJREICIE. RIETHH 10 BHEMTHBR S F—24%
BOABM TR ANEICIRET A I ENERINTVELEADLNS,

QOUEBELEFERP LIVREZEDAFINtEY b

KIZ, HFO OFATICEE LT BAERMICIRHIOIREZE R 2 5 X2 ANREOZER IV A
RHIEHAEREN, T TR AR EMBHRPER ORI RDSNTVLDH, Z9H L
HFO O3 7 v LA - 1Rk L X)L ToOBEIL, TETIE 2021 4 12 HUBED Y 7 7 4 Fik
BEDCHEMOREREL EPODEAICHASP LR ) OOH D, £ LI2FHHD ED T,
L0 7% TH O%EH EOFREIZE 4 i o TRTW DS, RETIRZOHHRY & LT,
NBATEHC AT RE 2 #iPH© USCYBERCOM IC X 2 BNV T 1 » ZHOBKM (DT >
FEy b)) OB - HEZICHT 2 RERONEZHARC 2 EI2X D HFO OEFFT I
ENDEMBOIFMPEBDAF Ny MIHT 55 &2 KA 0,

T FICKRD 2 2OMEICHET 2 HFHFE L2 ZHL T <o 12HIE, 2021 412,
USCYBERCOM (2 & ) XHED—FOREIRE DR S N7z, 2018 405 2019 FFUII T T
CNMF THEH SN TE7NY MFy MCHTAITHRICENRTH S, ZOFBOCERIZIX
20194 4 HAF & 20199 AR @ 2 B DT BLENEEIN L0, TNHIE 2018405
2019 4F 4 H £ CORMEICHEME L 72 HFO O - #lZ B F 2. 2025 4F F TR o
IRy FORREEMEHIETIA LT VAR ENTWDE 7, 20HIE, 2 OH 1 DT
FREDSN 7 - BN R & DA E T 207 b TIrbTw b, 2020 ELRED

57 #1213 USEUCOM {2 & 5 HFO ~O 5120w T, LT %2 %M, US. Cyber Command, “Hunt Forward Estonia”; DoD

News, Defense Media Activity, “US, Montenegro Work Together.”
58 “Partnering With Ukraine on Cybersecurity Paid Off, Leaders Say,” U.S. Department of Defense, December 3, 2022, https://
www.defense.gov/News/News-Stories/Article/Article/3235376/partnering-with-ukraine-on-cybersecurity-paid-off-leaders-say/.
59 A BLARIE L (2025 4210 H) 128\ T, USCYBERCOM @ F x £~ ECHEW L %> Twd, Kz S M
“INFORMATION PAPER CNMF Mobile & Modular Hunt Forward Kit,” Declassified documents from 09 April 2019 to
13 September 2019, declassified in response to FOIA request [United States Cyber Command, June 5, 2021], https://www.
cybercom.mil/Portals/56/2021-06-15%20CNMF%20Mobile%20and%20Modular%20Hunt%20Forward %20Kit.pdf.



EfiA4 / X—=2 3 2=y b (Defense Innovation Unit : DIU) (X 2872 FFy b
HERBASE - FEHZEOBREC TH Do, LT TIE. 29 LEBRHETRINT VS 2020 4148
DO —#OHEREE [R>S b Fy FEEESRE] LIFHRT 2205 CONEDL»LIE, HRED
HFO H D% it DR EE OBMFEREICE LT, RO 3 KMARHTE %,

BT, TR My MG ] ANER L CE720iE, CNMF F 7213 S jIHE G
M2RET S TH D72, ELZZHEN—FT 27 - V7 727 —RZ/NY PV L2 #Hk
KO 72 5 ICZDORTF R EORB LY ) 2a—2a v Th 5 % #E o DIU Ol
FEFZWBRY, 29 Lz by M, ZOMH@EICHFED HFO b & Ih b %

B2, FROMHBEEEE A, 29 LAY MRy NI 20 ANEFEBEAOY T
WATRPE ) EHEZRET 2. LD bUF, 2024 4 4 HIZ DIU 25, FEZFFICARLZ [HE
P A=Y F v b (Joint Cyber Hunt Kits : JCHK) | &I B kit M3y b7
o k& A4 Totsk#E (DU [JCHK BssAAcE D (& B F_E®EMARIIOWT [—5
WKFEZLEF2) 744X b= a3y -ty ¥— (SOCinaBox)| & DEFEEXEIFOD, &
DKRENNOHEAT & V) EHT O EL B F 2 727l 2 2R 2 BT, —fl& LT, KA
OEBAEI & 2 IREEB OB % B, 5EEW ] 6E 2 WS A 258 &+ N OBENFES IAATF
¥ (carry-on-luggage) DBENDY A X - EREIZINE 2 Z &, SLHEED L@ EE Tl
MBI - WERSEZ bR WEIEE. 20 ANEANOBEE S SIS, BRI IRED Lo
FRRHAE LRSI T 2 MBS TV L E T, ZHICHD %,

8312, AR OEMMRROBAREL . SO EBHT 5 EToORIRN Y FFy M
FEREN TV L HMAZ DD TRL L, FICUTO L) 2 EEHEHCE 2, T3
2018 4EEH A 5 2020 4L HT -1 USCYBERCOM TH#H SN TE7ZBHFEDON Y M v M,
HFO @ & 9 e kENO AWML REAED A Y b7 —2 TO TH OBEEREICLT L bR
WALENTI R BEETH S % KIS, £ 9 LIBEAE DR A, 45 SR BURE B Y AV

60 ZOE2OHTIVIIEINEERAEIIOWTIE, LT %22, Mark Pomerleau, “Cyber Command Awards Nearly $60M
Contract for ‘Hunt Forward’ Operations,” FedScoop, April 22, 2022, http://fedscoop.com/cyber-command-awards-nearly-
60m-contract-for-hunt-forward-operations/; Rojoef Manuel, “US Defense Innovation Unit Secking Proposals for Joint Cyber
Hunt Kit Prototype,” The Defense Post, May 2, 2024, https://thedefensepost.com/2024/05/02/us-cyber-hunt-kit-proposals/;
Mark Pomerleau, “DIU Awards Prototype Deals for Next-Generation Defensive Kits for Cybercom,” DefenseScoop, March 12,
2025, http://defensescoop.com/2025/03/12/cybercom-diu-joint-cyber-hunt-kit-prototype-awards/.

61 CORICHL TR/ LIMHEEATYLERIZ, 2024 4F 4 ARIZDIU Ao RSN [HEFA N—/1n 2 b
Fv b (JCHK) ] IB§ 2 HAk# TH 2o ARPLFRIRELT DIU © F A4 ¥ L2 S ESIHIBR S Tw 255 LTFOY
YZIBVT2024 5 ARKTT — A4 78Ny 2 TR—TVDONEZIEIRTE 5o Defense Innovation Unit, “Project
Description: Joint Cyber Hunt Kit (JCHK),” Archived webpage, Defense Innovation Unit, May 24, 2024, https://web.archive.
org/web/20240530171121/https://www.diu.mil/work-with-us/submit-solution/PROJ00529.

62 Ibid.

63 Ibid.

64 “Sealing Technologies, Inc — Hunt Forward,” Defense Innovation Unit, accessed September 7, 2025, https://www.diu.mil/
solutions/portfolio/catalog/a0Tt0000009FNBnEAO-a0ht000000AQtXQAA1; United States Cyber Command, “CNMF
Mobile & Modular Hunt Forward Kit,” 1-2.
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HFET 8N - B TR SN TE 2 8125 ), HFO I8 A S5 EB TRk < o Hi
OEH#ELE M EEIEOZ L X 2O CHMELALTELY, IRO0EZET 2, —E0
KA PEFy MICHETLRERTIE, (FEMBIREREEM &0 72) USCYBERCOM 41k
TON—F7 = 7HOE#ELEZ R Y DD, TH/HFO OEMREEIIG U, HELERREY 7

M 27 RS OoOREERIIEL D 5V a— VLSRN B OB - BELSEIES R
T&7%

RBICHEE 2 E LT, HFO O#FETO TH T3, BAEMICIZ W24 2582 HE ST
BY., FICZFANENTO TH ICHFHT 2 IRESBH (hunt-team) X, &0 X9 R EMIYH
22 - BEE TR ENED, XHb, COHRORBELEZLDIF, BlFED 20244 4 H
£+ TJCHK BiZttARE ] Th b, 2 2Tk JCHK OEMF & 7 5 B ERAMT ) B8 [
v ME®) (hunt activities) ] & LTy HRE%RL A Y VT =7~ Ot VY —OFE R EEZB L
TH O GEEOTHALAY 5. BEFH O TTPs OFMMICES T, #4215 OIGEIE H 251238 &
NTW3 (ZO—Eix, ARE 4 HBEOE 3 2 2R) 7, JCHK DR & Rl &% K
Lzt & Th5HI3BAT0 HFO THERIND LA MBEONEOTEH LR ) 5759,

Z o [JCHK BZAME] AT, ZOHOAMLEFET, 20254 3 HIZ DIU AR L7
REM@E3+ LD JCHK O 71 b & 4 TH% - 2T 2 HE%ETH, JCHK 23
HF—APRIEILOEETHR SN BORRBAE TS % I [JCHK stk
RbiCE B e, CORKIADARIZE [HA MEYLT ) A (host analysts) | % [ % v b
7—27#HY47F 1) X b (network analysts) | 23 ENTH Y. (Z1F ANETD HFO O ik
BEAET) [7FUADN -4 b (analystsite) | TONY MEBZITH) L Shb 9

i

@H V) $B A DEETFMEIEIE

DETRTEZII) %, Do PELAN - KHKY V=223 5N TE72 HFO 12
B L C. USCYBERCOM %% DEERO AN VT & 78O REICH H 2 1A 721,
27 EH OB, USCYBERCOM i3, AHiDDOTHRR7z [TREEE - IRERE] DIEHIZ,
2 i O RGN IS % 401 72 255, HFO ORI # EIWNAMC 7T E— Vv LT & 2o —2id

65 USCYBERCOM & £ FABIAE BCE M 0 BAGRMENC BT % 2t ORLHEAL - MTLEAMEZ o < % HE OB B IH#RFIZ oW T
&, k%2, Mark Pomerleau, “Cybercom Looking to Combine and Standardize Defensive Cyber Kits; Solicitation Issued,”
DefenseScoop, April 29, 2024, http://defensescoop.com/2024/04/29/cybercom-defensive-cyber-kits-jchk-diu/; Lonergan and
Montgomery, “United States Cyber Force,” 23-24.

66 ZTH L7-HEIZOWTIX, BT %% M, Defense Innovation Unit, “Solutions Selected to Increase Resilience of Critical
Networks,” Defense Innovation Unit, March 20, 2025, hteps://www.diu.mil/latest/solutions-selected-to-increase-resilience-of-
critical-networks; Pomerleau, “Cybercom Looking to Combine”; Defense Innovation Unit, “JCHK.”

67 Defense Innovation Unit, “JCHK.”

68 Ibid.; Defense Innovation Unit, “Solutions Selected.”

69 Defense Innovation Unit, “JCHK.”



ERNIEETH Y, THIEEICIV Y = THAEZ L E Lz ToCEROILAE R, HFO %
U7-f% - i boNg L L2 AREO Ry VT —25E LTINS,

b ) —D, IEITB VT USCYBERCOM 2SET % D05, ARXOHEFHEL L ETOZITA
NERY R S OIFERFF MO 2. TEV—F - R=ZADRZAMNTF 5754 AL Vol
HIRIECTH B BEDEARN R HFO DR N 7527 5 4 23, ARE3IHTHih Tw L
A KL EDD BN, 2021 4F 12 HUBED Y 72 5 4 5T HFO OFf] ? D13 A 2018 4 LI
DK E D EET P KO\ TOIY A 7, Z LT 2020 4 12 HIZFH L 72 SolarWinds %
SALTOERMEHE ™ & vo 7z, AR [E3EO HFO) Off& s LTk TS HEHEE- & v
N7 — 2 Bif RS ] L oMBIRFIHEY PSR, EI3MTRLEY . 29 Lz
HWTIE, wFhd HFO % & 72 USCYBERCOM OHLY M AD, KEHNIOB: 4 7% X 57—
JARNY =L OB L TEHENER SN LMD 5,

(6) HFO o [F{LHEF] & [7OMR1 TR
ZZFTHRTE kD HFO 13, CNME 3 F OEFHERIC & 2 5 € OVEEEI 0 A % 5

THAXLFATH S, 72720, KEIIBIT S TH OEHOEFIL, AHiE S HOOTR: [7—

SBELICE VY =] OFHEK ELSWHED % L) ICLTLE CNMFOAIHRESNZ bOT

X7\, £ O R T CNMF LAt o USCYBERCOM Ok T EBFI OHERR T, MM 5K

O GCC L b#HELEMS 2 (HFO @) [HWMLH | A4S 5. B2 1E USCYBERCOM

Y GCC 28 L CTIT) [ERRWREBERY 4 N—tF 29 F 1158 (International Coordinated

Cyber Security Activity : INCCA) | &, [ZITFANEDO A Y b7 —2 ] TERL, &R TR

B9 2 KEOIENEHA > 757 ThHs [EHHANHS v b7 —2 (Department of Defense

Information Network : DODIN) | Z#x 4 & L7: TH OEFZEZELLOTH Y, OB TH

7z CTI & RENOBRETRFEE E AL THD 7

%72 CNMF 12 X 283D HFO i3, AKX 2018 ENDEY T A7 T, T F=T, 7

774 FTO3PETOEBZIwHL LTWDo 72721 2020 4F O Kk H R A 3 O fi S

D H M7z, 2018 4E 6 A5 2019 4 8 H T CNMF RIGHOMMIZH 727 4 T — -

70 BAIBIE LT, LLTA2ZM, “Posture Statement of General Paul M. Nakasone, Before the 118th Congress,” 4.

71 BAEBIE LT, LU % 2, US. Cyber Command, “Partnership in Action: Croatian”; U.S. Cyber Command, “Hunt
Operation in Albania.”

72 U.S. Cyber Command, “Before the Invasion.”

73 U.S. Department of Defense, “DOD Has Enduring Role in Election Defense.”

74 “US Cyber Command, DHS-CISA Release Russian Malware Samples Tied to SolarWinds Compromise,” U.S. Cyber
Command, April 15, 2021, https://www.cybercom.mil/Media/News/Article/2574011/us-cyber-command-dhs-cisa-release
-russian-malware-samples-tied-to-solarwinds-co/.

75 “Media Release: USCYBERCOM Executes International Coordinated Cyber Security Activity 2024,” U.S. Cyber

Command, November 15, 2024, https://www.cybercom.mil/Media/News/Article/3966564/media-release-uscybercom
-executes-international-coordinated-cyber-security-acti/.
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/N7 (Timothy D. Haugh) % % & USCYBERCOM PBIfR#H D ILEFH L CTIE. BRIV - KVH#EH#L
B9 »EZWNRIZITONI-HFO D [Fa s ¥ 4 Thi & DEET HRERY HAIZONWT,
UTO5IHXDE ) BREENHREINT WS,

CNMF i, USEUCOM & oo F <. NATO i E 3B & OFEHN ¥ o /I o [7 &
ENCx LC, REEEARE L, BHEB LR E_TOHBIERERIETE
2018 4E 121k, CNMF EEASNVF—, TA =7, 75 A, B4V, VT =7,
<7 F=7 G -db~er F=7), 57470, 7544, ZLTEET, B
19 2= G OE S L 72o CNMF ZEE I, 2T ANEOREAN - TR TR S
72 AN—HEMRF - ACRE S, BT A 2 LT BEMMEItE L. EBE
B HIEBOWMA L B EOTEM ATV, BRI A N—ATHELZOINVT 2T %
FBTDHILDPIREE B oTze COMMOIY MADEIRIL, ZDHEDEREH S —
FF—ed [Ny M EBOEEEZERTHICES,

(7) /ME T—EMSRBDBETERBICHETS HFO DREDHF

AREIFE 2HNLE CHTR LA T — 2 2T 25 &, BE 7 HEBOKFED HFO DI
BEOWERZ, Kl L TR 4 HICERHTE S, 5 1121E KFEDOHFO X, 20 [Fu by A
71 2GS, 2018 S YHNIIMN - KPEHEHIS 2 B S E LCHBE Lz, 210, 2o’k
EEEDHED T L7225 > TEBMIBII SR BBICIIR L, SFE T L ojRiE R D 2023 4F DU
WIE TP 20 MIPLEOREICHES 72, 31, TOHE20MEEMIT S L H 12, 2021 FFE%E
BICFHEOESALORLEASNS LI, DIUD [RIERNY M3y NEBEEE] %28
U7z R IR EEM SR BASE - FED M L T & 720 45412, LR EBIHuS o i BT o fiKIC
b b, BRI EE - AE 2 EOARINAERICE L TE BN - KPEE
e ENDAOHIRTIE, & BRE RIS ZESFIEL T b,

FRICHE 1 L5854 oaid, KD HFO O TH Y, EH 2 U2 MR - BEloBRILDY;
TH YT TE 2D —2%%, USEUCOM OHEH#IETSH ). NATO I E - i ol
OHERT M « KIEEEHIRTH 5722 L 2RBL T W5, SOHD SIS, HE3MEE4
HiClaBkz o HFO OfEA L RICE O AR Z WD Tilllo T T L & Lzwv,

76 Timothy D. Haugh et al., “Agile Collaboration in Defense of the Nation,” in Zen Years In: Implementing Strategic Approaches

to Cyberspace, ed. Schneider, Jacquelyn G., Goldman, Emily O., Warner, Michael, Newport Papers (Newport, Rhode Island:
Naval War College Press, 2020), 104.
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(1) SHETO HFO NEREM - REMRIEZR DT 3 DNRE

AROEET O/ Y . HFO 13 2018 SFELAFEICHIIR S N A TH 5% T DIE
TR WEEREIN X € D Tld e ve 72721, 4D USCYBERCOM R4 E - KEERZ &REE R
(National Security Agency : NSA) EEZ#HH TR —)b « + 5V % (Paul M. Nakasone) %%
MEHT 5 & ZAI2L %5 L. HFO ORI 2018 FE D FKGL, 4KEfEAE L 72 USCYBERCOM &
NSADEWI A2 75 —AToHAHU Y THF/PHZV—"7 (Russia Small Group : RSG) DF¥;
Bl b OAE LI TH -7 7 B Tz 40 CNMF RIS ERS L L[ 7a & 4
T OFFEZET A TS, EL &b 2018 4FKU T TIZIE HFO D EAIAEEIIIGE L Tw iz
bbb L2 i TN 2RI NS R F Y MIZET S CNMF OfTBCCERZ /L5 &
2019 4F 4 S o3CENTEEZ [y b7 47— F{E# (Hunt Forward operations) ] & DA
GEDERENTWS P, 2O 95, HFO X2 ORMENERH L~V THRIB S L1,
FPAE D B 1 AR IS 72 LB BT . USCYBERCOM W T Ok & L T O Hif
RMESL L2 2D DR 5o

i 2 JlC) L A< LT 2018 EDFKE F TIZpEF & LiF 72 HFO @, LkE 7 4E I
B2 MADFEO I, B4 2018 445 2020 F U F TORELM 4 RISHLE S
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80 “U.S. Cyber Command Works with Foreign Nations to Defend Election Security from Russian Interference,” 7he Free Internet
Project (blog), May 9, 2019, https://thefreeinternetproject.org/blog/us-cyber-command-works-foreign-nations-defend-election-
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“Defense Support to the Private Sector: New Concepts for the DoD’s National Cyber Defense Mission,” 7he Cyber Defense
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I CINARE ESian B - SEOE#E R A, SEOEREEEEREVAREIN-—TDREELHEA CNMF
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D UNAD EHXERNICEIE - ESh2n -5 TERHSN TV &K,
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il CNMF BEOIEREEAL. KEOREEEEIOF N —tx21) T XEEEEZRER,

EFE2~4 DBV HADIZ . CNMF D CKEDMETE /- 3 ERRDIEREF- 2t 42—
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TIEM A, —HlELT, 2018 FLIEDER ISAC ENBEEICEIEBBEREEEETHD
[ZFaYz k- 12713 (Project INDIGO)| DIEh. 2022 F(Z§AE)L 7= DHS-CISA & D
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KL —7 17 (Joint Cyber Defense Collaborative : JCDC) | (CX 3% haEN H S,
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NSA &Lt dhid CNMF 2 EE T % CSA DAV B D, $KFED HFO XLk 1 ~ 5 DI
HAEECEREDEEHZEL. CNMF BEPEURIE /212 10C/TTPs (CBE T 2 1E3RINE - HHrE
THALEHEX v —2%FDIC, CNMF BEDEZFTHhh WS EHLLN B,

(HiFR) SREARER (AXHE11~16 45U 83~ 86) &AICEEFR.
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fBET - EFRAED
BEREEREAND
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HEICEOGEE®R
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L72BRMBEE & 0 HFO iz M U, FHFEOTRIIETHBEEVENTL2HBOI VY =T
BRARDINEE - 53T ISR T %o & D HFO O %, CISA #&H TXKIlT @ CTT A % Virus
Total TOXNT = TET =¥ ORFE o7z [BRIGHELE - £ v M7 — 7 i iE% ]
BTS2 T KENRCFEHBEANOH 7% CTIORME EFHREAOT 4 — FNv 7 - b —
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® 2018 FELIRED [H5ihhack] & U< [ATABHE] HRRDEZ(LDNER

2018 412 USCYBERCOM 28AFUZHRA L7z, [Hifeiyscik (persistent engagement) | & L
& THI Pt (defend forward) ] & WX 2 ]k (LLF @ PE/DF #kg) IR 4 Lo %
by AHICES ETO HFO O@EHOH I L TR 252 T& 1.

% 3" PE/DF #IEIZ OV Tld, €O MG IR ORE S %2 H 5 72 EB5 50T 2ePT  (Institute for
Defense Analyses : IDA) O < A 7 )V 7 4 v ¥ % —7% 5 — (Michael Fischerkeller) %
USCYBERCOM O F#%K & LT PE/DF O BAfMb 2 #H > CTE& 723 — - I—V 3 ¥
(Emily O. Goldman) 52Xk 2FEH IZD L LD, YAV - —1)— (Jason Healey) *.
Va—-77 7 —=— (Joe Devanny) ¥, Z LTI HA ™ 12 & 2[RI 0 AL 5 B R0 kg
PRI 2 O JE SR HERE 2 i W 72 BT RO BRI D 5. ThHZZML DD, Aok L
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FIBES 2 SO U 724 A4 N — 22 [ T OFFGE I 2 KB IS § 2 720 BHEOEB T O 4 v
MU= A BRFERE I EOFHTOL Y M7 =2 ETH VR SRR R ERATE O
BERZENT L. H313. LD EAEMIZIE T L7PRD L OF A N — 22/ TORHH 2 1F
WATEIORICE D, BifENLRDO% y b T — 7 IS 2 LLEIC, LD K - 2211
RO RN VB FEIZ BT 2B ORI (disrupt) Z38K$ 2 &322 0 RRMAR
WX B HFH~DIT X MR (impose costs) %l U Ty BUE - FROEATE O B % 4
THI LD, HIEHEEE LTHESNTW S,

ZLTH 412, Db 3 MoNEM & EA PE/DF g0 EZ 2581, T ORBGEBICZ

86 AE% THLL 72 SolarWinds HF X1 L IZ 513 5 CNMF - DHS-CISA * NSA O #IZ oW Tldk, LLF %2, Dina Temple-
Raston, “Exclusive: Inside an American Hunt Forward Operation in Ukraine,” 7he World from PRX, June 30, 2023, https://theworld.
org/stories/2023/06/30/exclusive-inside-american-hunt-forward-operation-ukraine; RSA Conference, “Integrating Cyber Operations:
CISA & CyberCom-CNMEF Partnership,” YouTube, June 7, 2023, https://www.youtube.com/watch?v=culGGRtQFME;
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BICTAHATH, REBUFHNEMEIED & L), USCYBERCOM OMBEDHIICEWTT S, (4
AN—ZBRICHNT %) [Hk] OMESITICIRIES &5 5 1%
CToXHI YEMOBEHOHATIE ([HFO] %&t) [PE/DF i) & k] o B4R
DIFIHNEET D 5 %2> Ty BEAFOFMANZEIE, 2018 4K PE/DF #ilig b L <132 D HLFER
e AR IEERORR LB E 2 TEAICEDT S 2 ENTELZON, L) I
Oz ioT& 2o ZOMFORGEOUIEWEAIIATROHIE - MUED S IZWEEZR 720, DUF
TR—HEOFHFZ R A ETORBHOAIMNTB & 20,
1121d. PE/DF B DB LGB TH 7274 v ¥ v =7 F—T— IV K2V TTH,
PE/DF ¥M DA & 70 2 MG %2, F—< A - =Y ¥ 7 (Thomas Schelling) #/N—< > -
71—~ (Harman Kahn) 512X 2 @M OPIEEGR S (Mk#ieio) BREkS =25 1L —
Va VEBOMEOWHMITHIR L OOREL TE 72, fIZIEY =) Y 7ARE L., R0
RIH VB - @FEERToOWIEo TR B L LTI L T& 72 [BIRFEFEL (fai
accompli) | . A=V PP LAz. RIABFOTAH V=2 3 VICK AEEBHEHORE%
¥ CERMEPMRCERIREZ H5 5 [GE T COME] (agreed batdle) | &\ o 7213, AHiLH
1 H® Tt 72 PE/DF ¥l > @ UHIZ & < MRIEBREEER L. SR e BlES 2% 4 N —2ZH O
HE B &R EH O Y) AT E T VOGS OBERE LTEREINTEZ 'Y T4hbb
PE/DF #lg 13, Wik ko Mk BG & oWt mil S a2 20 b b3, 2oaoth
T 22 HE PR R R E RS- = A A L — 3 3 VEMOMEE O BN EBRSTAET 5.
213, ZOREMIICLA2YA& O, PE/DF ikl & ¥NEIE O BIRICE LT, 412 PE/DF
el &3k o [HEEE | 2 W 30 BT EICIE KR & 2 DORBAFET 50 —213,
T - K= —F (Brica D. Borghard) '™ % I 2x)V - ¥ ¥~ (Samuel Zilincik) ' &
DIATHIEZ A NS & 9 7 PE/DF il %\ [ HHERIE (deterrence by denial) | & L < 1% T4
M (denial strategy) | OHiFE L BEST 2 DTH L, ZDOUH;E DCO O—FHTdH % HFO
75 OCO 2% % £ T, PE/DF MBEDSNE T 54 RERBRELEE 2 0O, T 5 AWK

102 KREOBHMEIZBIT S (FAN—BCRICHT5) [Hk] & w) BEEEROMA OZEERZ ORI L Tid, UL

T % % M, Erica D. Lonergan and Jacquelyn Schneider, “The Power of Beliefs in US Cyber Strategy: The Evolving Role of
Deterrence, Norms, and Escalation,” Journal of Cybersecurity 9, no. 1 (January 5, 2023): 5-6; I [#01k] & [3i4+] 173-78 H,

103 Fischerkeller, Goldman, and Harknett, Cyber Persistence Theory, 10-36; Michael P. Fischerkeller, “Persistent Engagement
and Tacit Bargaining: A Strategic Framework for Norms Development in Cyberspace’s Agreed Competition” (Virginia: The
Institute for Defense Analyses (IDA), November 2018), https://www.ida.org/research-and-publications/publications/all/p/pe/
persistent-engagement-and-tacit-bargaining-a-strategic-framework-for-norms-development-in-cyberspaces-agreed-competition.

104 Erica D. Borghard and Shawn W. Lonergan, “Deterrence by Denial in Cyberspace,” Journal of Strategic Studies 46, no. 3 (2023):
534-569.

105 Samuel Zilincik and Tim Sweijs, “Beyond Deterrence: Reconceptualizing Denial Strategies and Rethinking Their Emotional
Effects,” Contemporary Security Policy 44, no. 2 (April 3, 2023): 248-275.



WEROEGHIILIZE T2, HEORFEMA~DOITER D Z &L [HEREHE (damage-
limitation strategy) ] DFwEEA S IF—H LR & LCHEME S NS 2zl 2 ' Z oHfF
WZBI1T5 [ax MER] L3, BoIE DO A N—BUEF v o R—  OffHR 2Bk, H L <
. TR E L THOSTE ) oMK OB Z @ U AT O1TE O R R B s R et E
DEFRZ ML BBEEIRT LR 5B 7,

b9 —olid, EFido MEERERNE] oMz g oo, MEONRET21T84%., M
TN LD A OBIEBREDET| ([TEPT [BEEF v ¥ R— 12 X 2 s B ER
Ewvode, KOBRENZHBECES VG THE, Y2474 — - T—27 (JD Work) 1ZfFKS
N ZDVIHE A N—B 8L FE L L7ZERIC X 280 HEEOZR DS, [ IO BRHERE (4
YTV ) TE R R RN 2 R T SO - Mk S A BEOE RO o 72 THUEF v
YR=V WL, FRS, FRCROBS T TOREM T, BE - il - ZO@ERIZ &0k
o 807 O AR 2 ARG E O — ISR A SN D 2 L TEMZ BT 2 HHICEH T 5.
Rt B & MO BT OBLEF v = B WiF B b4 T B - BB TE T O BLIEATE) ' & B L
feld 5 &2, ZOREMAIER (cumulative effects) Z i U, AHF-FH ORKEREET) OBEFERS, ik
NOGEMEKTICHEY BEFD) MEEETmOFH % &2 M5 2 & Ty BS54 N —I
BEY UAR—VOATIIERWHEZZRTE S, @BFEIZE0, LVIAL -V ATDE
WHFMERBICES £ 2 B2 WIRIEVW AL Z L2 HIET . Tho 34 OBEANDHE
FEAHIC, HELERICE 2800 # O1TB OEIRL OflF 2 Hig3 [#F T oIk (intra-war
deterrence) ] @ BRIV E 25 1,

(3) BEMXARDENTO [EIhteE] 2RV E<FE-E
AREICTHTE70), 2018 2B VT H Y TIZ X 5 BT WA, S % L 72 HFO 3.
USCYBERCOM 25H & DREJ) D BN - B2 E 2. B OH T 5 R0 2 15 HIE -
YESATEIORET) - HEMRZ CTZIC LT, ENOBRAITRREEEOP#RZ T 5720 0K
APSHIE L7z [y 7)) Vo v ZABREA CS 3R] L DMLY AU LEOX ) %7 Tu—
F 2B %5 HFO 13, ZORISERTHHRZBR 2RI THILRL T,

Z LRI ) MADHETldd ) oo, FREE - ERdEoRRKZNL L, MFH
DHIEX v X— Y OMIE - #EALZ 8 U RO I D 'L 9 284 2iEfErE%

106 JFICULF 220, Borghard and Lonergan, “Deterrence,” 522, 544.

107 Ibid., 548-564; Zilincik and Sweijs, “Denial Strategies,” 252-254.

108 2D &5 7% [HIEATE ] ©EHFAILZLT 2 2 Mo Jason Healey, Neil Jenkins, and J. D. Work, “Defenders Disrupting
Adversaries: Framework, Dataset, and Case Studies of Disruptive Counter-Cyber Operations,” in 12¢h International Conference
on Cyber Conflict. 20/20 Vision: The Next Decade. Proceedings 2020 (Tallinn, Estonia: NATO Cooperative Cyber Defence
Centre of Excellence, 2020), 251-274.

109 REHE TR LA—HOHEMmICOWTIE, FRHCUT 23, Work, “Cumulative Outcomes,” 53-60, 77-97.
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B A7ZHFO X, 2018 4ELAREIZB1F 5 PE/DF il % IE 41357290 D SCOFEE L THE
EREWEALTE 2, M, S22 LABERNIRES S, USCYBERCOM 75 3%
DES - B BHRIN TR S N T WHY A HFO TH - 720 FFI220224FE2 HADw 2
74 FEMBRER O HFO 1&. » 20 [HIHEE] OBRERLZZE VR S,

L2*L. HFO OBi% 3% F ANE & 0IL[ToO TH ORIITIE, BlFEIIEFEE Lok
e RERERNTERIFI AL T b DLEomZiEE 2 T, FE4HTIX, THICHET 2EBEN
M E 202, HFODWRIZY 7 94 F 2 G ORRWHERIBOM Y - REEZ#RE L LT
WEZZFIFCTELERICHET 202 DTV,

RBORR — [EFERRAROERN 7120 (TH)] O
BimDRRE

(1) THDEFH -8Bl — BEXBEILHS CTI ENEZLER

CZTHO T, HFO OHE%E 5§ (BN 74 v 7 (TH)] EMEN 5 EBOR# % #
D FFTnEZW HITAAD [BEA >~ 7)Y = v AOHFE] X, TH &id [
HFOXFx ) 74K e mEES 2 HERBB LA - BHES 5720, BBEIY - FmMICA v b
T—rWEREETLZ TR N EEREINL, 22TV [REIN] 2o [HIRN] TH oD
E ORI, NEHHEO Ry b7 — 2100 2 EZOREROBAE T 2 IKFICH - T,
AT T — N RAF LTS CHER SN TR WIRELA SRR A Yy b T =27 N TOBD
PR - B - MR TR RS TuR A2 EET 5.

Kuide & LCTH L, EETIE [BREFAEM (living off the land) ] & DIFITN 2 HBS L
TeWEMANDIEBR DY — V2B LR BT EZ IO, WHOEF 2 7 4 6 Km0 #%
BED AR TIIMAINEE 2 BB T HDFAE L, WAIS, SO T, WREICL 2 HHEO A v b
7 — 7 NNOBRADS, B2 (A CTETwuhwnprzb THICEAEL TwD LR
MENSMIET S, TH Lid. TOEARBEICTE DS, * vy b7 — 27 PifiHSEd, WREOR
ABOBEBICET 2 GH] 28 2. 320 7 4 PR GOBABEREAER L 2 BT

110 AR 4 f1CBI2 THICHT 250 - FHRD I, EFXHYPBRECSMLE THICET27—2 2 a v 7 TRZM
ReBZl L, AKOBEZEGAEOARIER ERICHE 113-116 (2B A5 HCH) 28T A TR L. T2,
MLV R A 7 kX SHOEFIEEKS S b, FREBR CHMOIEMNY - BELRD IZOWTITHRZ TH 72,

111 ANl T8BEA 7Y Y= v 2A0HF#E] 110-111 H,



b BEINICHMBNOBERER - B LT L9 &38R T

o, ATV OEMEXEOEF BRI OPME L. THOEmTHL [HHA YT V=
¥ A%ty LI N> 7 4 27 (Targeted Hunting integrating Threat Intelligence) | (LT
[TaHITL)) 12k 2 &, 29 L7z TH OfER L 25 IHMHEEL LR 2D O, ¥ ) 7 1 3%
DU R— MR EBEHBOEHILAMAL EERBH L CHA SN HBEHICHET 2 CTL L &
% ' [FIEC, BB RO MR TH OBRIE. WBEHO TTPs OILRAR &% U7 #i7- 7%
CTI A L. BT 7213 E=F0RED TH 222 pHRE2 H2 . 2o X )12, TH .
SHOHFAN—LF 2 T4 OEBHICLD CTIO [HE] & [HEE] oRGoBfEL KD
Co ZNW 2T, THIZCTIOFER - e LTHELERZATLLOL LTHBEINLD
Thbo

(2) HFO M@FZ&ELTHD TH 2H<HRIFLEDRE

O LRMTO TH M&ZH T 2 THERLZV AL, HFO © X ) ZEFME&IC L 2 TH
DEHETH L. ZOHORRERMET LLDIF, HF2HTERL7220244 4 HO [JCHK B
AT ] o (#3) . USCYBERCOM & D dH 2 7 b€ T HPIAH IR
CERTLV & 71 F ¥ #H 4 A /)N—3< » F (Canadian Armed Forces Cyber Command) & D 3:3%
LB THD ) 9Ny THL[ ALy Y T L4 7 v 7 (Threat Hunt Playbook) ' (B
T:[THZVA Ty 7)) ONE (F4) L%k, SNHLONFIE K-M-FbETD3H»
ElOFFMMRICL 2 TH 25 REMTO TH & HHMOH 2 — w0 @FIHIC K 2 S, FE-
BUGOMES LB A RO Z L 2 RIET 5,

7272 UARRO GG & 72 5 HFO 3. RIETO TH O X 5 ICH R CTOE & 1382 5.
KELZFANEY GO [EELRE RO TH] OfF#EHzisLvw)1=—2 S5O, T
DR EAEIBT 2 BUF R - MRS =8O L THEEY 5 TH %0 < 2584715 °
%% 5 N2 HEO 12§ 2 K E Y5 % E~OR 2 G O AEREDONE LKL 22, LT T

112 k%2, Valentina Costa-Gazcdn, Practical Threat Intelligence and Data-Driven Threat Hunting: A Hands-on Guide to Threat
Hunting with the ATTGCK ™ Framework and Open Source Tools (Birmingham: Packe Publishing, 2021) : )1l [&W A >~ 7
VY x v AQFFE] 110-131 Ho

113 Rob Van Os et al., “TaHiTI Threat Hunting Methodology — Version 1.0,” FI-ISAC NL Publication (Dutch Payments
Association, December 17, 2018), 16-17, https://www.betaalvereniging.nl/wp-content/uploads/DEF-TaHiTI-Threat-Hunting-
Methodology.pdf.

114 Ibid., 16-20.

115 CERT.LV and Canadian Armed Forces Cyber Command, “Threat Hunt Playbook” (CERT.LV, September 1, 2025), https://
cert.Iv/uploads/ThretHunt/Threat_Hunt_Playbook.pdf.

116 BT % %M, William P Maxam III and James C. Davis, “An Interview Study on Third-Party Cyber Threat Hunting Processes in
the U.S. Department of Homeland Security,” in SEC 24: Proceedings of the 33rd USENIX Conference on Security Symposium,
ed. Davide Balzarotti and Wenyuan Xu (33rd USENIX Conference on Security Symposium, USENIX Association, 2024),
2333-2350; Stoney Trent et al., “Modelling the Cognitive Work of Cyber Protection Teams,” The Cyber Defense Review 4, no.
1 (2019): 125-136.
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& 3 :[JCHK FARMLHRE] THIRIIFEINS 15IHADERELR/\ NS

15 BENEZE L/ MEHOBE (HyIRIBEXICETERER)

MRBEICHEIDRY NT—7 - 22V —DRELRERDIETE

(determining the best locations to place network sensors)
MRIRIBABOEMIBIRICEY) 522 REDIEFTE

(determining all possible paths to sensitive information)

2y RT—=T5T4y T T7AINCED Ry N T— 7B DAREE - #i54

(validating and augmenting the network map using network traffic files)
VIRILT - T7—LIzTESTICHER EDRBHED XX v

(scanning the network for software, firmware, and configuration vulnerabilities)
BENANERES S ZORENREMOEE

(determining possible attack vectors and their likelihoods)

ISy b 2T F 4 (PCAP) 77 1A COMSIEDE 558/ 52— 1L
(analyzing PCAP files to determine normal behavior patterns)

WMRIREICH IERELEHOERIFE

(determining the causes of anomalous behaviors)

APT [$£#&F  HBE] O3y hT—IRADEDHD TTPs [£&F  WBFE] OXER
(discovering the TTPs APTs used to gain access to a network)

APT #* (RA#®D) xv hT7—JANTOBERICHVNS TTPs DER
(discovering the TTPs APTs used to move within a network)

APT #'%y N7 =V AB TBEX T 3 BRI T IDER

(discovering the infrastructure that APTs prepared within a network)

APT 1> 75037 K& hA—JL (C&C) (CAWS TTPs DHER
(discovering the TTPs APTs used for the Command and Control <C&C> of infrastructure)

APT DIREINDBE(ICHWS TTPs DRER &4

(discovering and analyzing the TTPs APTs used to attack a target)

APT %y RT—TADT— 2 BEPEE Y —E XDHEEESHE ICHWS TTPs DR

(discovering the TTPs APTs used to exfiltrate data or deny critical services within a network)

APT HREERIIC & B 2y b T— VA TORRI - W SEFDHES LT 5 - FEIDOBAEICHAVS TTPs R
(discovering the TTPs APTs used to defend their infrastructure or activities from detection or degradation by
network defenses)

Ty T —UREEIESEIC LS APT DIEEHHILL - 45 - FRICHV D 2 FEDRE

(determining TTPs that network defenders could use to deter, disrupt, and defeat APT activities)

(HFR) [JCHK RRMAHRE] (AXHE 6188) ORI EEICEEFR.

(& HFO O#t2IZ 813 %5 TH 2 Y &< 3 2O FEF LOBEICN 2w,

FFHE1IOREE LT, THIE BdHrHANN—F 1) 71 OEFEOLITH R EH
Wit 2 B2 B E L. 0 RN O L 2 V=2 2BB T2 A 00050 HATDH
%o B1213 [JCHK BZsAREE | 29RT [hA MEYTHY X M 13, —BWICKFED OS D
kR, 73 Ly Yy ZEA - VY o TN OBEMMEZR 2 BEL ., BYHBENOmE - >
AT BZFRIE L7 EBEH O 1oC/TTPs DFFEIBAEET A 0MEEHT. THIHF LTl & v
F7—=234 7Y X ] i, BEHIO IoC/TTPs 12D &, FEEW R AL, 71 ka3,
BEIC - ERiE. Y4307, BLAEENLZME L TENPCT LS EFEMHEICER L. K
BEDC&CH—N—%EDAL V7 FICEFLAEBREOEY - 547 - BEEITHID, 2D



F4:SNETERE - hFEEDO[THTLATV ] ILHBIFB THOTOER

BEN T T ETIRRELT, HRBHOZy bT— S HBHPO 77—

55 1 ERBE SOERRROESMEEILEL. F2BED [BEORE] OERELD

REEHAID 1 > 7 SRR 20D [N=251 2] EHEILT B, ERICATRERRRY S 4 1B RIE R

(Infrastructure Mapping) FUNE - FERL. AERMOB AL SEBLRFERT > ML T270
X,

BIFOtx 1) 7 BB TR - BRI S h & b S B ERRE DRIFERE
B DERIICHRIRBEL AP SIRE T B, Fikit (Persistence)

;;ofﬁi - *)?,ﬂm%l (Initial Access) — KF#%&h (& &R : Lateral Movement)
(Hunting,)\ - %‘—ff?ﬂi!ﬂ (Exfiltration_) tb\?fclﬂlﬁ%‘@—*\—)b?l—‘/GDIE)%E’(%
ShATHHRICEELTRELTO 7O THY ., ERETCHEERSR

PO EDOVEREEITRES,
5 3 R ERIEECEON LB ERE A, %H%&‘_@t#;'}v‘-ﬂ%ﬂ? ERAKRYY—-
%) 5 BEB AR BAEARIDEE R E4EE L. EREIRE § M. LI Ld [BRDIER]

DETEDODIERIITITHONAEDDTIEEL. £ THEREZRAL TRFERICE
- EfgsheaNg 7O+,

(HFR) [TH 7L ATy 7] (RXEE11558) DR EEICEE (ER.

(Posture Analysis)

FBIE, AR MELTFY R b EE SRR AT EE 2 B s

B3, B0 TH 0B [JCHK fZEthek#E ] THHRIREINLEMOtF ) 7 1 14
HA X MEBEL (Security Information and Event Management : SIEM) #ii 7% & D 7 — & IUE -
DHTHEREZBRIEL . Z 0 2 X3 DOHEMBIBIZE 27— 7 ohr e T ZED CRABRI — v D
WE « FEPROOLNDZEBE e 29 LIREM RN - BRI 22 5 SO0 E

2022450, FAYDTAY 254 Y EEIMTO [ b XY (Tacet Venari) | I TH %47
9K EZE (U.S. Air Force photo by Airman 1st Class Jared Lovett)

117 29 L7222 KRG OBREDHFAEDS LT ZNOBEII LT 25 Mo Trent et al., “Modelling the Cognitive Work,” 128; Ken
Gramley, “Endpoint-Based and Network-Based Threat Hunting — Each Has Its Strengths,” Stamus Networks, September 24,
2020, https://www.stamus-networks.com/blog/endpoint-based-and-network-based-threat-hunting-each-has-its-strengths.
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ROMBEOREHE LR LT — 5 EH - SHOLRER S ED. TH OB ALY L TR A TR
B9, BELRT =27 70 —OFFHIEIF -2 L LTOMRHITLE L b,

TR 3ONEIRTEY . TH OFTHBO—IBICIE, BTEEORADEN %25 72012
RO A Y T =2 | AT ANDAF ¥ V2479 @ENNMET S, [THT LA T v 7 |
WEiuE, 29 LA TH 2SR A v YT —27 | VAT 2 OREOHEREAFAD &
Fa) T AR - VOB R BEN D2 Y 29 LAEMBRETHOY R 7 EHOE
DIEH UTF T2 TH O [KAEiHR] & %2 SHERN O IT BEBROTESe 7 - 57—
Y OEMATED ZETIUE, TH IZEBICEL T, MEEN 0K 7 77 ¥ b & OF%EEH)
AEU ITEEEHOHYZ I LOMA LML OHE - SHOREI;AE LS, TORTTH
DOFEREIZ, Edo X ) HREHEO THHYF -2 282 2#B0BE5 22 L, Zh5EMEO
AR BT E D &7z, A OEK T A b atES

FB2oBEE LT, THIX. 20 [Kuift] & LT HRMfEory bT—2 | AT L%
EhS R BNGEBED [WHAL] PLEE 2 P, 2k 51X [JCHK BIs MRS o F3E
B [TH 7VLA 7y 7] o [Hiffo 4 7 5u4t] OEH RS &9 % 0t Rk * v
NI =2 | VAT KO ORGEE R - MR E S EORBEIERL, Ay bT—2
VATALEOX =557 by T ORENRZO S - T OBINEZEL, MO T
PR D B O R R BRIE L ZOEHRMDONR—AF 4~ (EHEH) »ED S5, THIZ, 2D
NR=ZA 54 VKT HREEZE L TCHBEEOBAORBEEZEATHL 5 TH S M FiC
[TH 7V A7y 2|3 THORREZS, 29 L7z [TGF%) BEOWHL] oEEN:Z 5
L. 22 TAR 2 GMBEN TOFEL SO IT BEEHAIAT5 424, TH OO
WML L E R M2 55 EoFENCKIEZ # < 2 Zomffibko 7o A, 1 o#EE L
THEUT7EHMHE OFIBEDOREL A5 TH Y. €W 212 TH DRI %0 5 kR -
BIROBTZLELETHLDOTH 5D,

(3) TEEFEHXRFRD TH] (CHESREDEM MY

B3 OMELE LT, FRICHE 2 oSBT Mo REO M L L ) TH —#I2dH
Tk F 2 %EH LoprEid, HFO 2384 % [HEBEER KO TH] LWy EEHEL T
DML 2T 5. ZOMIIEEICIZ2 2D LX)V OMEIAFFE L DD, WH AW H 12

118 Van Os et al.,, “TaHiTI,” 10; Trent et al., “Modelling the Cognitive Work,” 128-133.

119 CERT.LV and Canadian Armed Forces Cyber Command, “Threat Hunt,” 5-6.

120 Van Os et al., “TaHiTI1,” 7, 10.

121 3B L 72 HHBONGBED 7 — 7 12D R=ZA5 4 U H 5 0@BiICHEH T 5 TH OFHEICoW TR, LT 288,
I T8EA V7)) Yoy ADHF#E] 112-119 H

122 CERT.LV and Canadian Armed Forces Cyber Command, “Threat Hunt,” 4-6, 28.



B4 5ZET, ENOR—#EEOATO THIZHL T, HFO ® 70t 228135 TH O %
DAAMNFELREIN—FLVZEFE FITAHEEICH B,

81 OREIX, FFICEMPZETH S, HFO IZHB1F 5 TH T, k2 L7 KRB0 FEE
BB, 2 ANEORE L 72 R EREORRER T 72, ZIFANEEER L OB To
THHARH - KFAEEDZDD ) — F ¥ L LA E2LEET 5, ZhUE. REMOIREZEE»HFEL
Tty b —72 | Y AT A0 U 77— OFBIRRZHEL 72 LT
YhEy POREE, ZOBROEEICLELE V-0 E F— S IERAT) LEDRD L H
L5Th b, TNETHOHFO OJREFFUCHT 2HAHED . CNMF 24 I2EE ST
ey bEy MAEH L2228, B TOXEMIREER &2 ANERZEB T ORETO
B H R FAEEZ B U T, R TO TH ONRERBEICEHAT L 70 2208 E L
VAR TN RS

521213 2 ANE ORI T2 MBI (rust) | ™ 20 CHMBETH O | Z0F ANEH
A, REEEVSHSOAY T =2 | VAT AOREEZITRT 5 2 LMD Rk EORER
HL. HITKRWD COAZEZEET 2EZEHTTHY 5 550, &) MEDH %, HFO
®ZANE - OS> S B2GE. HEOA Yy v T—2 | VA7 0% [AME] IZkzh
L THHOBEEZRWTHRE, HFOSXFEANSEL ] IBFELWITATEDY, £0Z
EIHEIRRIINE KR SOREIE, BEOA Y YT —7 | ¥ AT LD g5 %
BEINEZ LT, REPENEZRROBEG~NORBIZERN T 5 Z &%, HFO O & 1L To XMl
OMEROHERINE L v —D%E, HLVIIERNRELLZZTANEDO A Y VT =2 | ¥
AT AN OREBMAEH 2 [F 5% CIMRICER T 5 2 L EvaZz, Whid HFO 2%, &2 ARLEA
DI A N—HERGENEIH SN D ZEANDBEPSETHLEDE VR B 'Y,

UEAE® HFO 2B 2 4@ T3 . USCYBERCOM 75, HFO OZ i ANIZHT % Lito
9 BZFANEMORNLZOMEIFAET L L2k, ChEBRT57-00FEFEL XV
OEEEBARERTELIEPERENTVS P ZIUZEMARMIZIE. TH D% #ipH X
FIEROT Y PN T 2 EEOBFEIWRmDOZ LB S, B TOEBFO T L ADERE
123 Corera, “Inside a US Military Cyber”; Dina Temple-Raston, “Q&A with Gen. Hartman: “There Are Always Hunt Forward

Teams Deployed,” The Record, June 20, 2023, https://therecord. media/maj-gen-william-hartman-interview-ukraine-russia-
click-here; Temple-Raston, “Exclusive: Ukraine Says.”

124 EBEHRA Y T)D 2 v AT —BICBI B8 (trust) O & BEEEIZ DO W TIZk % S, Pepijn Tuinier, Thijs
Brocades Zaalberg, and Sebastiaan Rietjens, “The Social Ties That Bind: Unraveling the Role of Trust in International
Intelligence Cooperation,” International Journal of Intelligence and Counterintelligence, July 13, 2022: 1-37.

125 \BEIIBVT, 77 Y AR HAOR#E LB, 22 2HEHW 212 HFO OZIFANE O L2 EE A L TE/2Z L2t
WS RoTw%e LT &2, Elise Vincent, “France’s Cyber Defense Force Questions Role of US Support in Europe,”
Le Monde, January 15, 2023, https://www.lemonde.fr/en/international/article/2023/01/15/france-s-cyber-defense-force-
questions-the-role-of-us-support-in-europe_6011684_4.html; Ellen Nakashima, “China Hacked Japan’s Sensitive Defense
Networks, Officials Say,” 7he Washington Post, August 7, 2023, https://www.washingtonpost.com/national-security/2023/08/07/
china-japan-hack-pentagon/.

126 Corera, “Inside a US Military Cyber.”
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20254 6. USEUCOM @ [ 74 7x>»%—25 (DEFENDER 25) ] & I, €747 0
OEFIBNTIAN—EHIISNTHRKE - T 7470 - dovr P27 ORBEMEF -4 (US.
Army National Guard photo by 2 nd Lt. Paige Bodine)

O, GEROEBSFRIEZTANEMA»S SEEL T LB, L, T ANEER L
W F— 2 2B L 2O FE B2 ERTOEREICHED ), EHE 7oA 22T AN
ENCHHT 2 TRTHZ Y, 29 Lz AnER & O EBFROMERICEE L T175 TH
DFEFIZ, B OEMIIOAERLFTHOBEZZE L T, H—F - kDA TxEHM S ¥ 5 TH
DY EANTO T - 22220 HESN S,

(4) BRM - KPGFHIHICH (TS TH BEDBAGHOFIELLEEZDER
AEOHE2HBLOHEITHTHMBIL CTE /2 TH OEE - HL L XVoOiEEIZ, HFO D X9
Z [ERIERE KO TH] 25 IREREM - 20 ANERORGIZE > THEBIEO I X FE7:
VAT EME)DBDOTHY, BLICRERTEZDOTRLENI L ERT, ZORIFRIC -7z
BT KRR 2 Hi T o 72k o HFO OFER T — # X% 3 Ji THlo 7R » S LT,
HFO B - RV 5 MFE L, O - #HleNX—2 L LT, 4HT3atRmic
BHENZI)MAIIESTE2Z LIEIRHEN RV,

COHRELKT Z-RIRRVER L LT, GFOHIK Tl USCYBERCOM »FE T %
HFO O &% 53, O ToOZIFANEMOMBEOA =377 4 71285, THIZHT 218N
O - FEEEG b EROOH D, ZOMBFIIERDT FET EHF 5O 2 2ETED

127 Ibid.; Temple-Raston, “Q&A with Gen. Hartman.”



WA TH o FFIZ 2022 DR, MENISEARD [TH 7LV 4 7 v 7 | OF4T®. NATO -
EU NS ESRBHNT O THICHT 27 =2 ¥ a v 7ORMEE o 728F - Ik o h i
LI, [AVy bV T4 v 7 - %= (threat-hunting surge) | & IFIEN 5, JelE 2,
AURZT, B=F Y F2EGHE3EYF[ LB L LTo [EELFE RO TH] 2179 %
. EEMROWABEDTWDE P £722024 4E121E, AU AV F=ZEICMESTS) 7
=7 OERA S O I A N —Fifii >~ ¥ — (Regional Cyber Defence Centre) %, O
W - FEEETOY A =P oRbE B3 72010 TH 2 © < 5 EE G % ks
DY R L7 29 LzFld, @2 7 451 T HFO 2578 L 72 TH TOZ E 15 71 € 7V 25,
BRI - KGRI TS A N —PifsZ2 o C LAY - FMEEBIOETVE LTHUIRELTE
L ERT,

COHGE SHISRBIMN VL, 2T 2 I FEETHIMN - KRB b/NE%
Lz, 2018 4 k—H L ¢, MM - MEEMO HFO O=ZIF AN E ZDFEHARIHEATE
720 ZLTLEEDOAF S - 7 T OBIZEFIZ, 4T LS KELE @ 2 EREHIIICHRES
N VIR OB - FEEREEEC X 2 TEERLFE O TH] ORIEALD#EA TV D0,
W2H 5. Hiw. HFO & [ERSLE o TH] (2B % a3G1 72 s i e 2 —#efb &
N7zHA oML, AFROMIBOHKIR S H F TICAF R AHEHRTIIMKK L LCTHEET
Hbo Lo TUTTRAROE 2HPHE 4T TOGNNELEET 2. #BE 7 EB ORI -
RVGEEHIB D FBI A & FE A & 9 2 REBICH ISl TB & 72w,

9, KEFED HFO IZHAUX, FI I35 3 HiCilin/z 2018 FFICB T 20 ¥ TIZ Xk %%
BT RO, 20222 A7 7 I 4 TG OFh5E & v o 7ok 4 OHIIESE A, v
TIZBT % CTIIEDEE W 2 \CFMIRTONY MADOBERELHOTELLOHIHRL
THEWEIZW AV, 2720, COFER-ZDHMDOATIE, 52 HOE/T— 7 2R T
£ 9 7, b & I L 723G 02 T ANEIOERARFOR S, AN TOEFLAEED
WIS A. E LT IO OEL PSR TMN-EZE LOFEOFIZ, WHAKER S F 5
o A EOEFMMEE O T [EELR RO TH] 0%z fa Ly, hiogex ¥

128 “CERT.LV Activity Review Q1 2024” (CERT.LV, June 21, 2024), 7, https://cert.lv/uploads/eng/Q1_2024_eng.pdf; “Building
on Success: Latvia and Canada Unveil a Refined Threat Hunt Workshop,” CERT.LV, February 20, 2025, https://cert.lv/
en/2025/02/building-on-success-latvia-and-canada-unveil-a-refined-threat-hunt-workshop.

129 Alexander Martin, “British Army General Says UK Now Conducting ‘Hunt Forward’ Operations,” 7he Record, September 25,
2023, https://therecord.media/uk-hunt-forward-operations-lt-gen-tom-copinger-symes.

130 “Seventh Threat Hunting Surge Is Concluded,” CERT.LV, July 9, 2025, https://cert.lv/en/2025/07/seventh-threat-hunting-
surge-is-concluded; “Cyber Surge: How CAF and Allies Supercharged Latvia’s Defence,” Government of Canada, July 29,
2025, https://www.canada.ca/en/department-national-defence/maple-leaf/defence/2025/07/cyber-surge-caf-allies-supercharged-
latvia-efence.heml.

131 “The National Cyber Security Center Expands International Cooperation in Cyber Threat Hunting,” Ministry of National
Defence, Republic of Lithuania, November 27, 2024, https://kam.lt/en/the-national-cyber-security-center-expands-
international-cooperation-in-cyber-threat-hunting/.
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LAEMFFTELO0, LI RELTLOHHTEZ2H0TIE LV,

2% ), MEOF . WM - RVGEHIE O H/NED M 2 T & 72 TEBEIER GO TH] @
ZIFANRILEARICHT 5880 - BEA LR 2 ERIIMD. 12h b, B, KT ANAHE
o)) - BEE—HTRV OO, HFO 2 & [EELFEF RO TH] 02 AR
72 [ % %2 B D % B E M L7z BT LTO 3 S2HHMLTBE 2w,

% 112, HFO o2 ANREFAEDZ T ANEMOFEIZIES & DA T 5 ]
. R 2520 ANURE L FRARICHE L CTEE 413, KEO HFO %1 A & F28
ANFIKT 2 FR A ERMARIMPAET 2L LICERD WS LR ZEHATHA I,
CORMTEBALFAD 8HENL, 2V bl KIS AL E L. 2000 FEALLLRE LS
NATO hi % 93 L 72 NATO BEGHE T 72137 2 54 F D & 9 % NATO B o &Rk Z /R L
TELHNETH B, Fo—ikam s L TEIFERKORE WH/NENL, HRZERR 1T E¥EHRE
AR 5 FEEEE LR, X 2) 7 A AROBMED BN TV, ZOB»S
ToHE RIZINSDOEL D BRIZBRIZKENOARL - NMEVPEAET H5EGD. THULEIZR
A OBHFENOFFUE NS YPE L 72=— 0% ). HFO O T ANRARICE T 5 FH % I
HIFEDPTRL BN 72D DEEZ D B, 212, BIAITKEZE S NATO MEE & o9 A
IN—Bhifii I OM D) MANOHE G Z B L, M4 BB EATI ST & THEDRE O
IR & o BRI EOFT S, $ 7213 HFO OZ I ANEROBIRMB/RZE L, KEDO T LY
Y A E Db b OSBRI £ 2 & TOIIERE~NOMELET N L ).

B2, w7 I94F, URT=T. FFETDLIIC, BRSO AZIT ANERZ A
FIFTEZEA B CHEER, F—ENOJRER K ZRAELRSL T EI1Z, TREICHE ) BHOME
e IR (2R PREL BB WHEEZRL TS, 29 LzFE—E~NOIRE RO #BHH
RS Wb TR =2 )y b ofFfFER. RKEFZE 71255 [EBEXFE RO
TH] \ZBT 2 AHEHRZMBEY) . BODPDOEFPEEAEH T % B 2 ATFRRIRE 122
LEIOBAEL NIV T, EREIFISREAELR S 2 L TOEBYRMORZEI 2 MEKSP. RiE
[ - 2 ANE OGRS D RN A v b7 — 27 DIEKRIZ L B EHRIUEIROIEK &
Vo ZZRIRSIIEE NS Y B L AL TIR, TREFEBAE RS LIS, WRE R DT AR
EROAR Y bT—2 | Y AT ANOBH, EHEM SR FIHORENL, £ L CRER - 21
ANERG BB OMECEHEBROM AR SN L34, RiRFRAETHEZME - 7 vy 28R
L. XD RN TH TSRS L2 %0 LI THD

B3 RICEBH OB o227 =V 2 ) v F2MBEATY, B OBFEHICI,
WTNOED I MADIEEBEIFES T TOMII 2L Z 2 BHlNLTEL %D, ZOBEDS

132 U.S. Cyber Command, “ Second Defensive Hunt.”
133 Temple-Raston, “Q&A with Gen. Hartman”; Temple-Raston, “Ukraine’s SBU an Edge over Russia.”
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20234 70, NATO ¥V = 2%+ 3y MAETBEL Y A% — - 97 54 F K E A ML 72
VY NATO $B#E (GIRk - J5m15)

RRAN - RPEEERIRASER LD &, A N — 508 2 S LI O Bl ) % 32 2 % il B S o 78
KThbd, TNHLFEMITICBITSL TH 2D B MM - MEEEEOREY FTX2TE2d
DTHHI L%, REHEMLTBE W,

Bz 1E, B2 Hi T HFO @ [7a k& A4 7hit] % 2018 4F - 2019 £ DE » 7 & 7 1k
EiE, GCC & LCHMDZIF ANERE ED A Y~ ¥ —s8— |+ & 7% 5 USEUCOM k%
BEICZZA BN TE R, Bl TH 2O A A5 5T bET O 2 E#HIIL NATO O [i#
I3 N7Hi )i 7L ¥ ¥ X (Enhanced Forward Presence : EFP) | 12360 < 5 F €7 OFH YL [F AT
B FTHY, Bl ToOHIH RSB OER b &7z EFP ToRifiln /) TRb T & 2
DSR2 BT b Ho 72 WE RO TH ST 2 okt o721, &
S L-FBHET NS ) BHEBERE Vo 2BHRICNA T, THOEBOREEL 4 5
ZFANEMOREIELD 72O O Y MADHFIEDEBMTE RV, FIZIEY 7 T4 Fid,
2014 4ELIRE. NATO & L 1R E & D A o 72 A N =t F 2 7 1 BRI
EFEEICLD, KEZE S NATO INEE & oM EERME S Kk L oo HEORIIHERZ £ D

134 U.S. Cyber Command, “U.S., Canada and Latvia.”
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TE&72Y, o, EEBEREVMBEIN I REOTESCGER 12X 5L, KEIR
USEUCOM FfE® [/SVvF 4 v 27 -« I—=A + (BALTIC GHOST) ] ¥ Of&%@ L, v
FEERAR=T Y NI LT CTIF IR EREBR Om 1% Ko 72 BHAFET 2 Y, 2
I L7z, ORI ETHAORBHESLEBRO T LE Y AT E LZFENLDOYA
N—Rifirth 7 O, HFO 2 3T EBN X EOZIT AN O T2 Eo7z b v K9,
DLEARIE 1 EISE 4 HONKZE T A M2 BT E. ROEY Lk b, REio
B CO M@, THIX. HENFRLTE2EY VT—2 | YATADRLRBEZORADR
HRHBEOTLNE Vo7 YT ) V2 AT 5I12H720 . IR 2 EMERE 0 B) B
RHFRN O T Z B 2 BmEPDIAN ) MATH 2720, EDIAPHPLT
INEL v, TOTH —BICER SN2 KEOR ST A, HFO % &t [EEILRH B0
TH] 3, REENSHT 22 ANEREOAR 2 GO EEBRZ O CHHEPMET 572
O, B - BB TERET S TH L) b —RBEBIBEME 25, 29 LciEE R B,
W 7EMICBWT, BN - KGN CRETED HFOR A F % - F PET EED
THS IZfRFE 25 THICH T 5 FE - REEMBAOSREZBIT2ERE LTI, HHRR
TOHBIERDOEAL L VI IMVEMER O AR 53, W) BRI EZR T 2. B A
ORkFE - PRIZT I v bEFITTE T ANEMORT) - BEROERIEHTEX 2w, Z0
BT FRICHBIR T, FRCHIIoWFEN o ANEMORET) - BEEXZ51CH725 T,
NATO OFFFER G U & L7z, FMMsIc B 2 A0 R Y - FEE O ) o i hi
PR BEERILCEE VR b,

[ #ARoEREEE —BE 7 FRDOHFO D5 DNDRKE

FRE L TR RE

AREix. 2018 EE2 54 H (2025 %) 1ICFE % F T, USCYBERCOM 5 F @® CNMF %34 it

135 Mark Montgomery and Annie Fixler, “Building Partner Capabilities for Cyber Operations,” Research Memo (The Foundation
for Defense of Democracies, July 27, 2023), 19-21, https://www.fdd.org/wp-content/uploads/2023/07/fdd-memo-building-
partner-capabilities-for-cyber-operations.pdf; Mary Brooks, “What America Learned from Cyber War in Ukraine—Before
the First Shots Were Fired” (Willson Center, April 12, 2024), https://www.wilsoncenter.org/sites/default/files/media/uploads/
documents/FINAL%2024-050_Cyber-Ukraine.pdf; Nadiya Kostyuk and Aaron Brantly, “War in the Borderland through
Cyberspace: Limits of Defending Ukraine through Interstate Cooperation,” Contemporary Security Policy 43, no. 3 (July 3,
2022): 501-504.

136 Cristin J. Monahan, “BALTIC GHOST: Supporting NATO in Cyberspace,” National Security Archive, December 6, 2021,
https://nsarchive.gwu.edu/briefing-book/cyber-vault-ukraine/2021-12-06/baltic-ghost-supporting-nato-cyberspace.

137 “United States European Command, After Action Report: BALTIC GHOST 2017 — Table Top Exercise (TTX), July 3,
2017. Secret,” Cyber Vault Library, National Security Archive, December 6, 2021, https://nsarchive.gwu.edu/document/
27180-document-7-united-states-european-command-after-action-report-baltic-ghost-2017.



FCRER L T&72 HFO EMHEN LA N—ERICAKR v M T4 FEUT 7% ] (5 2 i),
[HESR ] (B3, [FEH] GE4H) O3 208 EE G OMBMIZH %255, 2018 4%k
Di#FE 7 £ O HFO OB & B, USCYBERCOM |2 X 2 ) A DNIENGHI, LT
HFO IcfFE sz [EEILFE GO TH] ORE L o 2@ oah 217> T& 72,

4 OFMOFEMIZHICERLA, UTTRAREROMME LT, B3 - H4HoD
BEHNAEZBET L, RO TE2MTEELAT - 2MRLTEONS S OOEH AL,
ZOBRIATRORERHA T 5 GBI ROMIERE TR L Lizv,

85112, 2018 AEIZRRIN - RVGFEHbIS 2 Bl 488y L 72 HFO 1%, #< &b 2023 £ F TIZiEA
YRR REL 770 A, ek REREED. KE DA TO GCC OIS T & T
REICED . FEOTRE MBS R FLEE & RIEZR MO % R T & 72, JEE 6E 7 M B #ipA
DI KIE. USCYBERCOM G, % ANE L OFEICHE 53 % GCC b & o 72 Als g%
DAL EIRIET 50 FFERMOTREREO ERARET L. 45 2 fi Tt 2020 FERDFED
B P HMOMER, F4HTMNNBEERSE L M4 ORBERLEHICHTLIA D
W E Vo AN ERIEH L TE 2D L E R b,

5212, 2018 4ERDHRET [85 ] &\ 9 JRiB U A, REHREEEUZ [# 30 22E] &,
ZOMUKIZIEZERL A TH ), HHMICBEZ BT 5 &, WX 25 BE2EBISBZ 55 &
HTH, TOFEENPL DL, #BE7EMD HFO O#H ML v Fagiwiih b,

TP REANREE R, FIEEAO 8 2 EIZ USEUCOM OIS HFAET 5 U B 2 ofb
D 520D GCC OIEHIED 72 ) D27 ANEN, HAFHE T L CH ¥ 4 »EBEE P &
Bho TOM, ERARBAOZIANEROAZEKZ T 8 »EIFFAET S USEUCOM O
FULHIRIZZEM LCB 0., B\ 7 RO HFO OFEIZ, WHIZRN - KERIEAEETH -
PehHR B FIRFHREREL (85 ) LIREEE (830 »E) O, #@E 7 EHO
HFO 7%, [A—E~NOHEHBEOJREZEARE LTEH SN TELWREEZRT. o3I
2021 4F 12 AR T4 MOZF ANFERBFALE L2 7 54 F %, 2 B ED HFO O%iF A
NEEPHEELZETA 7T, V727, 7 METOH»LHEMNITLNS,

8312, LiloRiEER T — & oML, USCYBERCOM b FHB O Z ) ANE % hE Lo
2 HFO DJREIHIE L TV B REVEZ RIZ S %, 55 2 MiCTHM L7z D, 2020 4 DL 58
T O Bk % WA 723840 HFO % L& 8. J5HI 1 [ oJkiE M A (B 3 22 HRE) |
IR PR R D 70 B B RAE 2 At 9 MAREEATR/INEAL & 7 B o ARICIRAHRAL - I T
DINFE BB T DNT VD LIRELTH, 42 M TR TE 7 2023 EOERKERITED

138 HFEIIE, ToOMMRFEE L, KREA ~ FAXTFEFE (United States Indo-Pacific Command : USINDOPACOM) & K
[EH Je 5 (United States Central Command : USCENTCOM) @ 2 2 ® GCC DAL HIBADZ I AN FEHOE )5
FEINDH, kD USCYBERCOM Dk TR OB A 5 £ GCC O AOR Tk 1 2L & D 5F% e L TR
L7234 3b . USINDOPACOM & USCENTCOM @ 2 D OEMIBOZ T ANEE S KA 19 »EREICE T 5,
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FHRER LOBE» S, FFEONREREIE (F—E~OBBROIRE D &) ¥l fiE
HLICERPHFHET S5 L) THD. &9 LBAIROMISESICHET 25, H4HT
fili 72207 AMUSHED I X P DMRAICHIL L ) AREEZ I E 2 5 & MELZITANERDHL
KED S, BEEROZITFTANTEBRRBEMREE > TE 72207 ANE & DR ORI EB
ENTVEEDIRF DD L2, RITKENZE > TRIFANED [®] L0 b, BEFEOITA
NE & DOIREFEFOER B Lz B 2EHSN TV LE4E, 4% IRE R E R FEHS
ZOMORICHT ST v v TIEIHMREH 2 VIZIERAL T b EALN S,

55412, 2018 4E 5 2025 £ E TOMWE 7 4EM O HFO DREDEX ¥ ¥ 2, EWN - Bt
BOAMZER &M BORBRBE ORI 12 X ) #HEFE - b ST &7z, ML TwzIiE, H3H
TH ST LT E 72 2018 SELUBED B L B STIRD 72 2> T, USCYBERCOM H & 28 HFO O #2 -
WRZBUCTEBT S [4 7)Y = v ABRER CS 338 ] A3 B4 i % B bkfg & L
THILT 5 ICE - 722 &1k, ENBIAD IR SR WIS Ok 2 R L, [FR
V2 BT 5 OB R Fe i T B IS - AEAN O BANOEE LB R o728 F R ) b FIKEI,
Z ®» USCYBERCOM HH 12 & 5 HFO O EFOWIHALIZ, LR < BLIERERIC X 2 AT
RUBEET D, TN ZIHE 4 HITE R LABN - KIS C oA B OR ) o3,
E2HI TR HFO D[ 7a My 4 TR 2 S F D EDHD HFO OIREEBOERAN L,
Wi HFO 29U RLE 23 5 F TISA M R 2 A BORBREE 2 $R i LBt 72 & W R 5o

%2, HFO & ®7: TH & <2 MN - REGFEHIBN O J11d. NATO 2 W% & %5
o [ BHERE T C OB ORI IS, 2 ANERIORET] - BEICHER L 2555 #Eds-
BMALENTE. COMERET 2013, MHBANO HFO 0% ANEROAEEDS, §F1C
KE - NATO DI Iy AV ME2EBTZ200 b - KO NATO MBER Y 7 594 F 0 X
) EEENCETT LR TH A ). 72 NATO-EFP TORifih ek 5 & OfEHH
BfR% C 22, TH I % NATO - EU B EM 0% 2 BIET 7 N7 o5 b . B
1O [ B BIER AT 9 F2 8 U IR M OB EBIRAS,  EIBRIY 224 A4 /N — Bl 15 ) DAL 1 RT3
IZEOb L HEIICHEHRE VB E VR D,

DL EDWIN « KPGPEHIRA T 57z HFO % 7213 TH \CB$ 2 1 o flEAL o Fi61 % 2
2y ARRO# GRS 72 5 TGN - BURNEED 5 VI35 HOMAEREICH LT, HTOERk
LEGINAT LTI L2V 112, B3 TIE 577 T4 F AR O JkE 1 %
LT, HFO IZEFE0MM - FEER O A S—Bifitn ) ORKOBIB &2 5 e,
794 FORYETNOEHNRL, ABHRAFRLELIRT V7 AR L-HHE AT S
FIZEWNA Z DR, 24T L TR O Ol 1L, USCYBERCOM/CNMF &
o [EEEEGRO TH] & LToO HFO &, % ANEOFEDRIMIIR - 72Kk E0 B LK
BTABL, ZFANEICBIT 2 A NP OREEY S ERFRT 2 (o] Li3ks



BWZ LERT, H4HTMN: TEELERLTRO TH] 20 2 EBORED L0, 42 Hi
DE1PSHDRND L) Rl 7 EBO HFO OikEIX. ZOEMNFIERZ T AREMO Y
A7 ERLEE Z - GHPE ORI T TIrbh s 2 EA5EBITH S L. KEDJRE TR R
IBRER DI 72 LR ZE L TOZTANEOAWEECRMOEEAS v 7 5 0i#%2 & TER
bHTELDHDTH R\,

UK EOBOR Y /HE DS, 2021 4£ 12 AUBEO Y 7 54 FAOBLIREFH %2 G/ 7
O HFO 20 5 #%il %15 % & 3huE, HFO ORI oRifEstbE Lo, Gl - FHICES
IO 5 DY) AHA DD ELZNEICH b0 FHAMTERL72E) ., THIZHNG Ay b7 —
7| VAT AOWBALE SNEFEIT LI LMBENO IT BRI L Vo 72BN R F 2
U7 A RRICVHT 2, w22 TH oM -ERIE, I HAARRN 2 8B E DR A DR
ICESTE L, EROFHIESMZ2EZ 2 20 THEHEROIY HLA DR % Tev L2255 1
RONFEOHZM EEEBZLI2H D P HFO b, Gl AFICE LM OBBKROIRE % i L
THERZZ 0 ANE - BB OB #RES O LR EEW 23 4 N —Bif 3R 02 Ah ok
M LZ ) oD, TOMBTHOLNEA VT 1) Yz r AL W) BREWEEZ KENOEER
RMOFE - FEEOLIRICHRITT 2 &), —EOREHY - WILAHER 2 BUE L 728 E
TV T %0 D 2021 4E 12 ARDO Y 7 54 FRAREORED T2, RRE4HTD
i 7z, ZORBHQLIFIA SR K« 77 T A FMjlE 2 S & U72RRIN - KTGEHIS O FEH Y 5
FZ b OB LR AARLEHEEROIEBED FIChH b L2 2HICELNETHA I,

8212, REEoM L OB T, NATO 2l L7-Z EM o R - [F5EE o6 EE R L
W FFEL, WO MADFERITAN KR REHIY - HIAHER 2 PR L2920 72 M - KPE
W3 TO HFO OEIE T VIE, FIZIEA ¥ FRFERIRO X9 &, T E TR % 5 R BRHIEE
b LI - ZERBEBIOT —F 7 7 F ¥ 22 - TLHIEEZET 508 ) [#E
WCHER R BN K o Bl 23 ¥ PRI Z FIC & 2354, R To HFO O R %E
Bk, KREMRDS [HoOA - EAARRR] HZE# L TARICRO TE 2, L LKREDSRE
T 2T ANEL AR EO L XV TREL2HONE, ARoBifak s (2025 410 A)
FTRRELTER I EF 5TV D,

ALAE DK E T OMSEIRIY % 6 i i ig DB EER . KEO FEHFESFEOH &, PE, o

139 Van Os et al., “TaHiTI,” 6-7; CERT.LV and Canadian Armed Forces Cyber Command, “Threat Hunt,” 4, 10.

140 W IIE, BEXHOBFYNRBEBHIC L 2HE~D ) — 2 O 4725 T, USCYBERCOM @ [HiJi Bk F — 2 (defend
forward team) | DRIEDIRO S N7287 F O, CNMF 2% [F B G HGERE - & v bU— 7 BifisdigiaRk] o—
BRE LT Virus Total EIZRFE L2 VT = THAED, RCABOANEBICHBWICHCONTEZ D THo 72
r—2A%E HEOHE - #II$ 5 HFO OiREFEMOIFEIEZRIEL 9 5§ VIRRIER D B 2 FBNIIFIET %0 L
T % % M. Jonathan Greig, “Palau Health Ministry on the Mend after Qilin Ransomware Attack,” 7he Record, March 3,
2025, hteps://therecord.media/palau-health-ministry-ransomware-recover; Shannon Vavra, “DOD, FBI, DHS Release Info
on Malware Used in Chinese Government-Led Hacking Campaigns,” CyberScoop, August 3, 2020, http://cyberscoop.com/
taidoor-malware-report-china-cisa-dod-fbi/.
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7\ ALEAfED 3 A EDENE T B [FHUEOEE 2 5. K EH 23 [F H T O HFO &R~ FEAA
Z LW E ISR LV, WIS IE DIU ORI > by PRGEERICY RS
W3 A5M kb XD, BmE, A, 74y e, hE-ACEIEE L OSSR, KE
St - i 75 I B R0 AT O ) B BE T o0 A N — Bl ien ) o el & i 27 s o [ B L )
Y% " BKEDRER % L 2 2 BRI TRE 2 EH 4 2 R A b hE L Xt gsss
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