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Mahoic, BEA YT )Yz RARBLYEBRGRKIME LD, FRH. ZO—BIANIETENTH D,

(2024%48260: k)
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PERA VTV RO LY FElAER - ISAICOWLTIE, #E [ERA T Y P v ROERE]
(RINBA &) 28ROz &,

2 “Security Intelligence: Introduction (pt 2)” : https://www.sans.org/blog/security-intelligence-int

roduction-pt-2-/

3 “New TTPs observed in Mint Sandstorm campaign targeting high-profile individuals at univer

sities and research orgs” : https://www.microsoft.com/en-us/security/blog/2024/01/17/new-ttps

-observed-in-mint-sandstorm-campaign-targeting-high-profile-individuals-at-universities-and-rese

arch-orgs/

* “Staying ahead of threat actors in the age of Al” : https://www.microsoft.com/en-us/security
/blog/2024/02/14/staying-ahead-of-threat-actors-in-the-age-of-ai/

Py —wr vt BRAVTUD V@] v—<r - U REF A BRRAER
BN

¢ “DOD Dictionary of Military and Associated Terms” : https://www.supremecourt.gov/opinions/
URLs_Cited/0T2021/21A477/21A477-1.pdf

" “The Red Team Handbook: The Army's Guide to Making Better Decisions” : https://usacac.ar
my.mil/sites/default/files/documents/ufmcs/The_Red_Team_Handbook.pdf

8 “Mandiant Exposes APT1 — One of China's Cyber Espionage Units & Releases 3,000 Indicato

rs” : https://www.mandiant.com/resources/blog/mandiant-exposes-aptl-chinas-cyber-espionage-

units

T RYEa—YavaiE. [RBIL—-TE2RET B0 THY. ZOFEMPIFEICOVTIE, #
EMBEATUV Yz 20HBE] RINBAA &) 25RB0Z e, BRICLZTMIE2—2 30D
n - 2EBIL, REREERIEAE (E3E525) (BHIN [TV ys7rIEa—-avo [k
Bl & [%8KMt] —BoRUBMO [Zikt] OERILEAE] P NIDSax>r2V— (F1795) (215
Itz [EROVANRN-—KELENRTYy Yy - FrIE2—ary—T7747 -#FHOT7 M) E2—
3 VEE & SolarWinds EEXIG] Z&RBD Z &,
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0 C4 EFILIE, Timo Steffens EKDFEE“Attribution of Advanced Persistent Threats: How to Iden
tify the Actors Behind Cyber-Espionage” TIRIEINI-ETILTH D, AR I, UXEFEZSEICE
EHER L 7=,

U HE Ak BE EREEULEBENH 2D, [TAN-—KBHEEIRIIFROEE - DKM KX
v Z2t&ste] (https://www.nisc.go.jp/council/cs/kyogikai/guidancekentoukai.html) TR E 7z
[V A4 N—WEWEIRDBEROEE - RRHA XV R] 25RBOZ &,

2 ThAyaAviEarvea—RICWMZET] (VU 7+—F - A b—LF BRIk R) 13 EFEH LIS
L7zheiTHhH b, 1980 ERFEIL, #FLnO—L VR - N=J L —MfERFAOIAVE 1 —F P AT LA
DIRAICKTW=EFE Clifford Stoll KA', ERYBEHRTEEZED, NZ—FRy bZREL T, KG
BICEODNTZFA VY ANY H—%ZHREISEVALEFETH S,

B 10C (Indicator of Compromise) &I& [MBEEE] LRIN, [ERICREL-KEBREFET S
=D OEFMFHERR] 2B% T 2, 77ALDNy ¥ 2B, HEREDIP PRLRACRXA V4, <

LWz THFEEHREREICERTLIZA M) —F7 7 LVEEDRBZENEENS, HB. 10C OBER
DB LI-DERRTIIEZERR (~2013FE) £ LTWaA, 10C WS HECDESR#HHETIE, £
EAXEEHERTEBEY . 2003 FIZFEF I 7= Tncident Response & Computer Forensics, 2nd
Ed.] (Kevin Mandia, Chris Prosise, Matt Pepe) ICEBLTH Y. UXEEEIZAPTL LR— +FTHE%
7 Mandiant £ DRIZEE TH 5 Kevin Mandia KICK > TEINTWS, ZTDH, EEHIHERTZISR
t) Black Hat DC 2007, M-Trends 2010 & THEH INTW B, —A. Mandiant #tix OpenlOC &
IE(E45 1I0C ZEXY 5 XML XF¥F—<%3EE L. Open IOC 1.0 Editor, 10C Finder & dy —IL %
RELTHY, EREIEATZEEZOND, K VYEFEMZAY 7L AL, Richard Bejtlich KD EE (h
ttps://taosecurity.blogspot.com/2018/11/the-origin-of-term-indicators-of.html) & Lenny Zeltser K&

D ieE (https://zeltser.com/indicators-of-compromise-entering-the-mainstream/) #&BonZ &,

Y MITRE ATT&CK (Adversarial Tactics, Techniques & Common Knowledge) & (. WEEAFIAH
T AWEFE, HFIBETIE TTPs (Tactics. Techniques. Procedures) #®BL /7L —L7—2 T
»3, 2013 & (https://attack.mitre.org/resources/faq/) L VEEARKBL. BEDEF,HFELTL
50 R7L—LT7—0%FATHIELT. WEFEZHBEEL L TERVYIRS ZEMAIEEE A5,

15 Pyramid of Pain (BADEZ I v F) (&, David Bianco KA RME L 7-#& T, 10C niEfE% 948 -
EAL, WBIN—TOEBZRET 27-DICERTEZ2HEEOEEE, YXEEZMAL TKESE
TP WA CEHZBEICKBILN-TICEZ 2XE0BREZRLEBRTH S, . 7R
(https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html) #&BDZ &,
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v ZoEFlE LT, 10C Finder (https://fireeye.market/apps/211408) *° OpenlOC Editor (https:
//fireeye.market/apps/211404) 1 EMZEITONB,

T “Cybersecurity Information Sharing Act” : https://www.cisa.gov/sites/default/files/publications
/Cybersecurity%20Information%20Sharing%20Act%200f%202015.pdf

8 B2 (2%, FS-ISAC & @ ISAC (Financial Sector Information Sharing and Analysis Center)
IZ. 1998 F£ 5 BICBAINI-AKES (PDD-63) ICKYEEA V7 ZERIC L, ERANICHEBZ %

ZRIBERCHEHEEREHEET AL A2EFZINA-ZLITBE->TWS (https://www.nationali
sacs.org/about-isacs)s —7A. 2015 FITlE, F/NTKEEE () 12X 3 KEHESS 13691 1C& Y.
Z2REER (DHS) 0EBEEDH &2, ISAO (Information Sharing and Analysis Orgamzatlon) &g
ENZEREBEEBEZBRIT I Z2HEREIN, BEEA V77 - FREVSHBELANICHEREED I
1T A DREEHET AT B HEEINT (https://obamawhitehouse.archives.gov/the-press-of
fice/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-shari), Z ®
FOBRBEEII 2271 DEBOFMIZ. #E [BBRA TV Pz v XO#HEBE] BIEA &) O
6EZSTRDZ &,

® —f& LT, ThreatConnect #tDFFE“Does a BEAR Leak in the Woods?” (https://threatconne
ct.com/blog/does-a-bear-leak-in-the-woods/) AZEIFbhd, hv7 7L v XATOFEZKIE, Youtube
(https://www.youtube.com/watch?v=9qi5T8B4-nU) #&BRBDZ &,

20 NSA X°> DISA & EICEhF5#EERH B 5 Dr. Mark Kuhr di&&E“Leveraging Threat Intel Disinformatio
n Campaigns” (https://archive.org/details/shmoocon2017_Leveraging Threat Intel Disinformation
_Campaigns) RO &, REDIF VAL LT, BEREEZMALEPOT FYE2—Ya Yy

ZAOWEI V- IHAT 2T 7=y 7 &BALTWS

2l Kaspersky Lab @& “Wave Your False Flags! Deception Tactics Muddying Attribution in Tar
geted Attacks” (https://www.youtube.com/watch?v=BpmxYIKvRRs) #ZBn Z &,

22 https://www.cisa.gov/news-events/alerts/2018/11/19/cybersecurity-and-infrastructure-security

-agency

28 KEV (Known Exploited Vulnerability) &, CISAHDBEL TWAERICERAIN/IEHEDH X
a2 (https://www.cisa.gov/known-exploited-vulnerabilities-catalog) T# 3%,

# CISA I, BN —TOHREFECHRMAEZEREEF L O LR— F%, "Cybersecurity Alerts &
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Advisories” (https://www.cisa.gov/news-events/cybersecurity-advisories) & L TR ENTW3S,

# —fl& LT, NSA (National Security Agency) HFZFE L TL 3”NSA Cybersecurity Advisories &
Guidance” (https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance/) *°. 2023 fFE(C
. 7 XY AMmZEFEHBE (NASA) A7”New Space Security Best Practices Guide” (https://www.na

sa.gov/general/nasa-issues-new-space-security-best-practices-guide/) #H&KL TWL 3,

26 Ghidra (https://ghidra-sre.org/) & RSA Conference 2019 (https://www.rsaconference.com/Li
brary/presentation/USA/2019/come-get-your-free-nsa-reverse-engineering-tool-3) THEEXIN. V
—Xd—FHREINTWVS,

T ZoMBY —biE. GitHub (https://github.com/orgs/NationalSecurityAgency/repositories) %
SO &, NSALUMNZE T A Y HBEEMZEF (The U.S. Army Research Laboratory) (. DShell
EMEENZ 7L —LT7—72 (https://github.com/USArmyResearchlLab/Dshell) #2BL TW3,

8 “Cyber’s Most Wanted” : https://www.fbi.gov/wanted/cyber/

2 [8214535 L BERE#EET L, InfraGard] : https://digitalforensic.jp/2012/06/28/column
214/
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