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Cybersecurity i J
Advisory - A JOINT CYBER SECURITY
- ADVISORY

Ministry of Defence of the Netherlands uncovers @ I
COATHANGER, a stealthy Chinese FortiGate RAT

This adwisory is & joint publication of the MIVD and AIVD, the intelligence and # g =
security services of the Netherands., An accompanying press reflease was A Warning of North Korean cvber threats
published on the website of the Ministry of Defence of the Netherlands.

targeting the Defense Sector

limited because the wictim network was segmented from
Owerview the wider MOD networks.

The Ministry of Defence (MOD) of the Metherands
was impacted in 2023 by an intresion into one of (ks
networks. The effects were limited because of prior

The wictim network had fewer than 50 users. Its purpose 6
was ressarch and development [(RED) of wndassified
projects and collaboration with two third-party research

network segmentation. institutes. These organizations have been notified of the
Incident response wnoowered previowsly unpublished incident_

the National Intelligence Service (NIS) of the Republic of Korea (ROK) are issuing a
malware, a remote access trojan (RAT) designed

The Bundesamt fur Verfassungsschutz (BfV) of the Federal Republic of Germany and
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