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LODRORD(.12) = 255
menset (&
switch ( HIBYTE(word_100884C4) )

case Ou:
= na_xor_decode(enc_string 100720603 (/- o
nal_generate_ o 11enane & o

break;
case lus

LODWORD(/17) =
nemsove_0

+ OX1000u, Ox40u);

, 0xBODOU);

case Zus

LODWORDC 1
i memmove 0
«

<(0, , 0x1000u, 0x40u);

) 10;
break;
case 3u
nal_xor.decode(enc_str ing.L0072060);
mal. qcnmx: tema_f) Tenane (& Gnt)

case sut
- nalor decode(enc_string LOOTI0RS); ¢/ - ba
zal_generate Femp_f1lenane (& %
1

break;
x\eFau'\(

ak;
b
if ( flagc )

102 mal 51een(3u).
Fopen_s (8517 can, &

Bd2: VSingled) TS 47 T;ﬂ{u 45—t A

STNA—FBEROF ST LML T, ATULTEML, BHTahsEd. ThA0T S0 24, BTEMPY% 4 JL5—
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(ST ol

Version: 1.@.1
Loggedon User: test-user
Stub Path:

Persistence Mode:

Persistence name:

Mutex WName: sonatelr
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+ hitp://aquagoat.com/customer

« htipz/iblacktiger com/input
http:/ibluedog.com/submit
http:/icoraltiger.com/search
http/igoldtiger.com/find
http:/igreentiger.comisubmit
http:/findustryarticleboard.com/evelution
» hitp:fiindustryarticleboard .comfview
http/imaturicate comimain
http:/ipurplefrog.com/remave
http:/fwhitedragon.com/search
https://caralcamelecn.com/register
https:/industryarticleboard.com/article
hitps://maturicafe com/polo
https://salmonrabbit.com/login
https://whitecameleon.com/find

= https://whiterabbit com/input
http:/itoysbagonline.com/reviews
http:/ipurewatertokyo.comylist
http:/ipinkgoat.com/input
http:/iyellowlion.com/remove
http://salmonrabbit.com/find
http:/ibluecow.com/input

hitp:/fwww karin-store .com/datafconfig/total_manager.php
ipfgroup-manager.php

.

.

.

.

» hittp://3.90.97.16/doc/total.php
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Anatomy of COBRA

- The Lazarus Group's Recent Activities @ind TTRS, -

WORK FROM HOME,
HACK INTO HOME

Shusei Tomona}

Kota Kino (JPC Similarities in TTP

Hayato Sasaki ioni
| o Stonely

3Proxy i~ 3Proxy
Annual Report
Ka: 19 blog
Stunnel SSH tunnels

Plink Plink

WORK FROM HOME,
HACK INTO HOME

Japanese company'’s Japanese company’s
Website Website

(Compromised (Compromised
Websiteused as C2) Website used as C2) subgroup
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IANDIANT Patform  Solutions  Intelligence

Barracuda ESG Zero-Day
Vulnerability (CVE-2023-2868)
Exploited Globally by Aggressive
and Skilled Actor, Suspected
Links to China

IANDIANT Flatform Solutions ices  Resources

nnnnn

uuuuuuuuuuuuuu

Highly Evasive Attacker
Leverages SolarWinds Supply
Chain to Compromise Multiple
Global Victims With SUNBURST
Backdoor

FIREEVE
EC 13, 2020 | 16 MIN READ

ATHREAT RESEARCH

Hge (E) : MANDIANT
https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

HE (F) : MANDIANT

https://www.mandiant.com/resources/blog/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-

sunburst-backdoor
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Spot the Differeﬁce

An Analysis of the New LODEINFO Campaign

by Earth Kasha

Hiroaki Hara / Masaoki Shoji /
Yuka Higashi / Vickie Su / Nick Dai

/% TREND: are
PLDR (DLL)
INFOLDR (Type 2)
[domain/ip ——— [matware  Jcomment |

nsil.]tisart[.Jcom
{DGA)[.1hopto[.Jorg
{DGA}[.1gotdns[.Ich
{DGAM.Imyftpl.lorg
{DGA}[.]twBsl[.]Jcom
{DGA}.Jsrmbr[.Jcom
450.]76[.1197[.]236

Cobalt Strike

NOOPDOOR DDNS, blocking all sub-domains is not recommended
NOOPDOOR DDNS, blocking all sub-domains is not recommended
NOOPDOOR / LODEINFO  DDNS, blocking all sub-domains is not recommended
NOOPDOOR

NOOPDOOR

NOOPDOOR / LODEINFO  IP related to domain used by NOOPDOOR and LODEINFO

e . N> R0 [Spot the Difference]
https://jsac.jpcert.or.jp/archive/2024/pdf/lJSAC2024_2_7_hara_shoji_higashi_vickie-su_nick-dai_en.pdf
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